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ABSTRACT 



A server scrambles received pay information in an internal" 
scrambler and then transmits the result to a terminal which 
sent a request. A second charge managing portion deter- 
mines a charge for the pay information for billing a con- 
tractor who manages the server, based on a coefficient of 
charge outputted from a terminal managing portion. The 
coefficient of charge is determined based on attributes of the 
terminal that uses the pay information, the number of the 
terminals which use the pay information, attributes of users 
who use the terminals, etc. The charge of use can thereby be 
obtained according to a degree of actual use at a users' side. 
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PAY INFORMATION PROVIDING SYSTEM 
FOR DESCRAMBLING INFORMATION 

FROM PLURAL SOURCES AND 
RESCRAMBLING THE INFORMATION 
BEFORE SENDING TO A TERMINAL OR 
TERMINALS 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to pay information provid- 
ing systems, and more specifically, relates to a system for 
providing pay information such as picture data, audio data, 
computer data, etc., from a transmitting station (a broadcast 
satellite, a communication satellite, a center station of 
CATV, a ground broadcast station, etc.) managed by an 
information provider to a receiving station which makes a 
receive contract with the information provider. 

2. Description of the Background Art 

As an example of accounting methods in the conventional 
pay information providing system, an accounting method in 
a pay broadcasting system using a broadcast satellite will be 
described. FIG. 16 is a block diagram showing the whole 
structure of the pay broadcasting system using a broadcast 
satellite. In FIG. 16, in the above pay broadcasting system, 
a transmitting device 100 transmitting pay information such 
as digitized picture and audio and a receiving device 107 
receiving the pay information are connected through a 
transmission path 106. The receiving device 107 can receive 
the transmitted pay information and the like with an IC card 
108 being set thereto. 

The transmitting device 100 comprises a scramble key 
generating portion 101 generating a scramble key, a scram- 
bler 102 scrambling pay information, a related information 
encrypting portion 103 encrypting related information 
(information concerning a contract with a user) and the 
scramble key, a charge managing portion 104 managing a 
charge to be made to the user, and a multiplex/transmitting 
portion 105 multiplexing and transmitting the scrambled pay 
information and the encrypted related information and the 
like. 

The receiving device 107 comprises a receiving/ 
demultiplex portion 109 receiving and demultiplexing the 
multiplexed pay information and the related information and 
the like, a descrambler 110 descrambling the pay informa- 
tion using the scramble key, and a picture/audio decoder 111 
decoding the descrambled pay information to output picture 
data, audio data and like. The IC card 108 comprises a 
related information decrypting portion 112 decrypting the 
encrypted related information and the encrypted scramble 
key and a qualification judging portion 113 judging whether 
the receiving device 107 has qualification for receiving the 
pay information or not by examining the decrypted related 
information and giving the scramble key attached to the 
related information to the descrambler 110 only when the 
receiving device 107 has the qualification. 

In the pay broadcasting system having the above 
structure, an information provider makes a charge for pro- 
viding and using the pay information in such a manner as 
described below. First, the user purchases and installs equip- 
ment for receiving the pay information (the receiving device 
107 and the IC card 108). At the same time, the user makes 
a contract in regard to providing the pay information with 
the information provider using communication means such 
as a telephone. Registered thereby in the transmitting device 
100 managed by the information provider is the above 
mentioned contract information. This contact information is 
also registered in the qualification judging portion 113. 



(9,314 Bl 

2 

After finishing the above mentioned registration, when 
the transmitting device 100 receives a request from the user, 
the scramble key generating portion 101 generates a 
scramble key, sets the generated scramble key to the scram - 

S bier 102, and outputs the key to the related information 
encrypting portion 103. The related information encrypting 
portion 103 encrypts related information including the con- 
tract information of the user who sends the request and the 
like and the scramble key and outputs the result to the 

0 multiplex/transmitting portion 105. On the other hand, the 
scrambler 102 scrambles the requested pay information by 
using the set scramble key and then outputs the results to the 
multiplex/transmitting portion 105. The multiplex/ 
transmitting portion 105 multiplexes the encrypted related 

5 information and scramble key and the scrambled pay infor- 
mation and transmits the result through the transmission 
path 106 to the receiving/demultiplex portion 109 in the 
receiving device 107. At this time, inputted in the charge 
managing portion 104 is the related information including 

2Q the contract information of the user who sends the request 
and the like. In response, the charge managing portion 104 
calculates a charge for using the pay information to the user 
and stores information about the charge for use. 
The receiving/demultiplex portion 109 demultiplexes the 

25 information received through the transmission path 106 into 
the encrypted related information and scramble key and the 
scrambled pay information and outputs the former to the 
related information decrypting portion 112 and the latter to 
the descrambler 110, respectively. The related information 

30 decrypting portion 112 decrypts the encrypted related infor- 
mation and scramble key, and then outputs these to the 
qualification judging portion 113. The qualification judging 
portion 113 judges whether the user who holds the receiving 
device 107 makes the contract with the information provider 

3^ or not based on the contract information included in the 
related information and the contract information registered 
therein, and outputs the inputted scramble key to the 
descrambler 110 only when judging positively. The 
descrambler 110 descrambles the inputted pay information 

40 and outputs the result to the picture/audio decoder 111. The 
pay information decoded by the picture/audio decoder 111 is 
outputted as picture data or audio data. The user thereby 
acquires the pay information from the information provider. 
The information provider managing the transmitting device 

45 100 charges the user for use of the pay information at the 
time defined by the contract (at the end of the month, for 
example), based on information about charges stored in the 
charge managing portion 104. 

By the way, recent technological innovation has upgraded 

50 infrastructure as to broadcasting and information 
communications, and various information (picture 
information, audio information, character information, fig- 
ure information, etc.) can be obtained even at home from 
information providers. These kinds of information are trans- 

55 mitted to homes, for example, from a ground broadcast 
- station, satellite broadcasting, or a communication satellite 
by radio, or, transmitted from a center station of CATV 
(Cable Television) through wire such as optical fiber cables. 
Further, conventionally, it is a general style at home that 

60 only one television is installed in a living room or the like 
and all family members watch a television program. 
However, in recent years, televisions have been installed in 
a plurality of rooms and each individual watches his/her 
favorite television program. This personal-oriented trend 

65 will be more apparent in the future. 

As described above, in order to allow acquisition of 
various information at each home and adapt the situation 



10/30/2003, EAST Version: 1.4.1 



US 6,289,314 Bl 

3 4 

where the personal-oriented trend progresses, it can be terminals based on the request transmitted from each 

suggested to construct two pay information providing sys- of the terminals, 

terns as will described below. That is, in a first pay infor- a charge calculating portion for calculating a charge for 

mation providing system, the above mentioned receiving use of tne P av information based on the use situa- 

equipment (the receiving device 107 and the IC card 108) is 5 tions managed by the use situation managing 

installed in each room as required at home. On the other portion, and ... 

hand, in a second pay information providing system, one a ch ^ portion for storing the charge for use 

piece of the receiving equipment is installed per household /"^w* ^ char g e ^ calculaU JJg P ort fi lon * 

and the pay information is branched to be inputted to a iU M descnbed abc T> m accordance with the first aspect, 

4 , . . . , • • j» -J i * , . „ the server manages the use situations oi the pay inlormation 

televisron in each room. Each individual a home watches 10 a( eacfa termina f ^ calculates a cb fo f ^ of me 

the pay information using the individual television. information at each terminal from the use situations, thereby 

However, when the above first pay information providing allowing to calculate a charge in response to a degree of 

system is adapted, it is required to install the receiving actual use of the pay information regardless of the number 

equipment (the receiving device 107 and the IC card 108) in 0 f terminals one contractor holds. Further, in accordance 

each room as required at home, thereby increasing initial 15 me aspect, one server as receiving equipment is all 

expenses for the equipment at the user's side. Further, in the that is necessary to be installed for the contractor at each 

first pay information providing system, it is required to make receiving station, which reduces expenses for equipment at 

a plurality of contracts with the information provider, in the user's side. 

response to the number of installed receiving equipment. According to a second aspect, in the first aspect, 

Therefore, when the same television program is watched by 20 terminal information indicating attributes of each of the 

two televisions in one home, the household has to pay a terminals is registered in the server, and 

double charge for use for the same television program. the charge calculatiag por t ion calculates a charge for use 

However, the user seems to feel uncomfortable to pay the differentiated for each of the terminals by referring to 

double charge for the same television program. the termmal i n f ormat ion when calculating the charge 

On the other hand, when the above second pay informa- 25 for use. 
tion providing system is adapted, it is a disadvantage that As described above, in accordance with the second aspect, 
billing cannot be made in response to the number of tele- terminal information indicating attributes of each terminal is 
visions. More specifically, for example, assume that one registered in the server, and by referring to the terminal 
receiving equipment is installed in one home and ten tele- information at the time of calculating the charge for use, the 
visions are connected to the receiving equipment. In this 30 charge for used differentiated for each of the terminal is 
case, either when a television program is watched by one calculated. Flexible charge calculation is thereby possible 
television or when a television program is watched by ten a is 0 considering the attributes of the terminal using the pay 
televisions, the charges which are paid to the information information (such as an installation place, a screen size), 
provider are the same. However, the information provider According to a third aspect, in the second aspect, 
seems to want to bill the household for charges according to 35 when transmitting the pay information to the receiving 
the number of the installed televisions. The user who holds station, the transmitting station simultaneously trans- 
only one television seems to think unreasonable to be billed mits basic cbarge i n f orma tion for defining basic charge 
for the same charges as the user who holds ten televisions. for use 0 f tne pay information to the receiving station, 

SUMMARY OF THE INVENTION 40 tne termma ^ information includes a coefficient of charge 

^ _ , . . , in response to attributes of each of the terminals, arid 

Therefore, an object of the present invention is to provide * . 

. c *• a- * ui- ~* ~u*r--* ~ the charge calculating portion calculates a charge for use 

a pay information providing system capable of obtaining a B • r 5 <- u # .u . ■ 1 u 

. * . . .-ij c . of the pav information for each of the terminals by 

charge for use in response to an actual degree of use at a UA ; ! y 7, . u V \ c , . . . • 

user s side multiplying the basic charge defined by the basic 

' - . . . . , 45 charge information by the coefficient of charge. 

Another object of the present invention is to provide a pay M dcscribed abovc> in acc0 rdance with the third aspect, 

information providing system capable of reducing initial ^ cfa calculating portion calcu i a tes a charge for use of 

expenses for equipment at a user s side and also dispensing ^ k fonnalion for cach of lne terminals by multiplying 

with multiple contracts with an information provider. ^ ^ charge information transmiue d from the transmit- 

The present invention has the following features to 5Q ting station by the coeflcient of charge in response to the 

achieve the objects above. attributes of each of the terminals. Therefore, the informa- 

A first aspect of the present invention is directed to a tj on provider who manages the transmitting station can 

system for providing pay information from a transmitting easily perform change in charge for the pay information to 

station to a receiving station, each of the terminals only by changing the basic charge 

the receiving station comprising: 5S information. 

one server, and According to a fourth aspect, in the third aspect, 

a plurality of terminals which are operated by a user for the distributing portion further transmits the basic charge 

using the pay information, information transmitted from the transmitting station to 

the server comprising: each of the terminals, and 

a receiving portion for receiving the pay information 60 each of the terminals displays the basic charge informa- 

transmitted from the transmitting station, tion received for the user, 

a distributing portion for distributing the pay informa- As described above, in accordance with the fourth aspect, 

tion received by the receiving portion to the terminal the basic charge information transmitted from the transmit - 

which makes a request for providing the pay ting station is displayed through the termmal for the user, 

information, 65 Therefore, the user who operates the terminal can determine 

a use situation managing portion for managing use whether to use the pay information referring to the displayed 

situations of the pay information at each of the basic charge information. 
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According to a fifth aspect, in the second aspect, 
discount information is set to the server based on that the 

terminal information is provided for the transmitting 

station, and 

when the terminal information of the terminal which 
makes a request for providing the pay information is 
provided for the transmitting station, 
the charge calculating portion calculates a discounted 

charge for use referring to the discount information. 
For the information provider who manages the transmit- 
ting station, information about through which terminal the 
provided pay information is used is a great interest in view 
of audience research and marketing research. However, 
since the terminal information held at the receiving station 
is information relating to privacy for individuals, uncondi- 
tional display of the information to the transmitting station 
will damage the user J s interest. Therefore, in accordance 
with the fifth aspect, for the user who provides the terminal 
information of the terminal which used the pay information 
for the transmitting station, the charge for use of the pay 
information is discounted, thereby promoting providing the 
terminal information and realizing the pay information pro- 
viding system which benefits both of the information pro- 
vider and the user. 

According to a sixth aspect, in the first aspect, 

user information indicates attributes of a user who uses 

each of the terminals, and 
the charge calculating portion calculates a charge for use 
differentiated for each user by referring to the user 
information when calculating the charge for use. 
As described above, in accordance with the sixth aspect, 
terminal information indicating attributes of each terminal is 
registered in the server, and by referring to the terminal 
information at the time of calculating the charge for use, the 
charge for use differentiated for each of the terminal is 
calculated. Flexible charge calculation is thereby possible 
also considering the attributes of the user using the pay 
information (such as an adult, a child). 

According to a seventh aspect, in the sixth aspect, 
when transmitting the pay information to the receiving 
station, the transmitting station simultaneously trans- 
mits basic charge information for defining basic charge 
for use of the pay information to the receiving station, 
the terminal information includes a coefficient of charge 

in response to the attributes of each user, and 
the charge calculating portion calculates a charge for use 
of the pay information for each user by multiplying the 
basic charge defined by the basic charge information by 
the coefficient of charge. 
As described above, in accordance with the seventh 
aspect, the charge calculating portion calculates a charge for 
use of the pay information for each of the users by multi- 
plying the basic charge information transmitted from the 
transmitting station by the coefficient of charge in response 
to the attributes of each of the users. Therefore, the infor- 
mation provider who manages the transmitting station can 
easily perform change in charge for the pay information to 
each of the users only by changing the basic charge infor- 
mation. 

According to an eighth aspect, in the seventh aspect, 
the distributing portion further transmits the basic charge 
information transmitted from the transmitting station to 
each of the terminals, and 
each of the terminals displays the basic charge informa- 
tion for the user. 
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As described above, in accordance with the eighth aspect, 
the basic charge information transmitted from the transmit- 
ting station is displayed through the terminal for the user. 
Therefore, the user who operates the terminal can determine 
s whether to use the pay information referring to the displayed 
basic charge information. 

According to a ninth aspect, in the sixth aspect, 
discount information is set to the server based on that the 
terminal information is provided for the transmitting 
io station, and 

when user information of the user who operates the 
terminal making a request for providing the pay infor- 
mation is provided for the transmitting station, 
the charge calculating portion calculates a discounted 
15 charge for use referring to the discount information. 
For the information provider who manages the transmit- 
ting station, information about by what kind of user the 
provided pay information is used is a great interest in view 
of audience research and marketing research. However, 
20 since the user information held at the receiving station is 
information relating to privacy for individuals, uncondi- 
tional display of the information to the transmitting station 
will damage the user's interest. Therefore, in accordance 
with the ninth aspect, for the user who provides the user 
25 information of the user which used the pay information for 
the transmitting station, the charge for use of the pay 
information is discounted, thereby promoting providing the 
terminal information and realizing the pay information pro- 
viding system which benefits both of the information pro- 
30 vider and the user. 

According to a tenth aspect, in the first aspect, 
the use situation managing portion holds use history of the 
pay information at each of the terminals, and 
35 the charge calculating portion increases a discount rate of 
the charge for use of the pay information which is used 
frequently by referring to the use history when calcu- 
lating the charge for use. 
When the same pay information is used in a plurality of 
40 times, if the same charge is applied for every use, people 
would not feel like using the same pay information again. 
Therefore, in accordance with the tenth aspect, use history of 
the pay information at each of the terminals is held, and by 
referring to the use history at the time of calculating the 
45 charge for use, a discount rate of the charge for use of the 
pay information which is used frequently is increased. This 
allow to decrease a load of charge of the user and to promote 
repeated use of the same pay information. 

According to an eleventh aspect, in the first aspect, 
50 the charge calculating portion is installed in a field which 
the user cannot operate. 
As described above, in accordance with the eleventh 
aspect, the charge calculating portion is installed in a field 
which the user cannot operate, thereby preventing the charge 
55 for use calculated by the charge calculating portion from 
being tampered with without authority. 

According to a twelfth aspect, in the first aspect, 
the distributing portion further transmits the request trans- 
mitted from each of the terminals, in response to an 
60 instruction from a prescribed terminal, to the terminal, 
and 

the prescribed terminal provides the request received for 
the user. 

As described above, in accordance with the twelfth 
65 aspect, the request transmitted by each terminal can be 
checked at the prescribed terminal. Therefore, for example, 
parents can monitor what kind of pay information their 
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children will use, and can prevent in advance use of the pay 
information which will have a bad effect on the children. 
According to a thirteenth aspect, in the first aspect, 
the receiving station makes a receive contract with a 

plurality of the transmitting stations, and 
the receiving portion and the charge calculating portion 
are installed corresponding to each of the transmitting 
stations which makes the receive contract. 
As described above, in accordance with the thirteenth 
aspect, the receiving portion and the charge calculating 
portion are installed corresponding to each of the plurality of 
the transmitting stations which makes the receive contract. 
Therefore, the receiving station can receive the pay infor- 
mation from the plurality of the transmitting stations and 
calculate a charge for each of the transmitting stations. 
According to a fourteenth aspect, in the first aspect, 
the transmitting station scrambles and then transmits the 

pay information, 
the receiving portion further descrambles the received pay 
information, 

the distributing portion rescrambles and then distributes 
the pay information descrambled by the receiving por- 
tion to the terminal which sends the request, and 

each of the terminals descrambles and then uses the 
rescrambled pay information received from the distrib- 
uting portion. 

As described above, in the fourteenth aspect, the receiving 
station once cancels scrambling of the pay information 
transmitted from the transmitting station and rescrambles to 
distribute the pay information to each terminal. Therefore, if 
a scrambling method is different at each transmitting station, 
it is possible to unify the scrambling method in the receiving 
station. As a result, it is not required to install a descrambler 
for each transmitting station at each terminal. 

According to the fifteenth aspect, in the fourteenth aspect, 

a scramble key which is unique to each of the terminals 
is previously set to the server, 

a unique descramble key is previously set to each of the 
terminals, 

the distributing portion rescrambles the pay information 
descrambled by the receiving portion using the corre- 
sponding scramble key and then distributes the terminal 
which sends the request, and 
each of the terminals descrambles and then uses the 
rescrambled pay information received from the distrib- 
uting portion using the descramble key previously set. 
As described above, in accordance with the fifteenth 
aspect, the server side rescrambles the pay information with 
the scramble key unique to each of the terminals, and the 
terminal side descrambles the received rescrambled pay 
information with its own descramble key previously set, 
thereby preventing the pay information distributed from the 
server to the prescribed terminal from being used undesired 
at other terminals. 
According to a sixteenth aspect, in the fourteenth aspect, 
an encryption key which is unique to each of the terminals 

is previously set to the server, and 
a unique decryption key is previously set to each of the 

terminals, 
the distributing portion 
generating a random number, 

rescrambling the pay information descrambled by the 
receiving portion using the random number, 

encrypting the random number using the encryption key 
which corresponds thereto, and 
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distributing the rescrambled pay information and the 
encrypted random number to the terminal which sends 
the request, and 

each of the terminals 

decrypting the encrypted random number received from 
the distributing portion using the encryption key pre- 
viously set, and 

descrambling the rescrambled pay information received 
from the distributing portion using the decrypted ran- 
dom number. 

As described above, in the sixteenth aspect, the server 
side rescrambles the pay information with the random 
number and further encrypts the random number with the 
encryption key unique to each of the terminals, and the 
terminal side decrypts the received encrypted random num- 
ber with its own decryption key previously set and further 
descrambles the rescrambled pay information with the 
decrypted random number. Therefore, as in the above fif- 
teenth aspect, compared to a case of rescrambling the pay 
information with the same scramble key every time, it is 
possible to more safely distribute the pay information to a 
specific terminal. 
According to a seventeenth aspect, in the first aspect, 
a plurality of the receiving stations exist, further com- 
prising 

a hand-held electronic value holding device for using an 
electronic value given at a specific receiving station at 
other receiving stations, 
when a request for giving the electronic value is inputted 
with the electronic value holding device being set, the 
specific receiving station gives the electronic value to 
the electronic value holding device, 
when a request for using the pay information is generated 
with the electronic value holding device being set, the 
other receiving stations transfer the charge for use of 
the pay information calculated by the charge calculat- 
ing portion, without being stored in the charge storing 
portion, to the electronic value holding device and 
the electric value holding device set to the other receiving 
stations reimburses the charge for use transferred from 
the server of the other receiving stations by the given 
electronic value. 
As described above, in accordance with the seventeenth 
aspect, the user who belongs to the specific receiving station 
can use the pay information through the terminal at the other 
receiving stations. Further, the charge for use of the pay 
information is made to not the user of the other receiving 
stations but to the user who actually used the pay informa- 
tion. This allows construction of a usable pay information 
providing system. 

According to an eighteenth aspect, in the seventeenth 
aspect, 

the specific receiving station and the other receiving 
stations are respectively capable of receiving the pay 
information from one or more transmitting stations, 

the electronic value holding device stores first identifica- 
tion information for respectively identifying the trans- 
mitting stations from which the specific receiving sta- 
tion is capable of receiving, 

second identification information for respectively identi- 
fying the transmitting stations from which the other 
receiving stations are capable of receiving is registered 
in the other receiving stations, and 

when a request for using the pay information is generated 
with the electronic value holding device being set, the 
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server of the other receiving stations determines receiving station are capable of receiving is registered 

whether the pay information is available or not based in the other receiving stations, 

on the first and second identification information, and when a request for using the pay information is generated 

transfers the charge for use of the pay information with the credit value holding device being set, the 

calculated by the charge calculating portion to the 5 server of the other receiving stations determines 

electronic value holding device only when determining whether the pay information is available or not based 

that the pay information is available. on the first and second identification information, and 

There is a case that a unreceivable transmitting station at transfers the charge for use of the pay information 

a specific receiving station can be receivable at other receiv- calculated by the charge calculating portion to the 

ing stations. When pay information &om such transmitting 10 credlt ^2 device ^ly when determining that the 

* * • ■ , , J . . t ,u ° pay information is available. 

station is use d by other receiving stations with the electronic ^ ^ a unreceivabk transmitting sta tio n at 
value holdmg device disbursement of the charge for use an c cm be receivable at other 
cannot be made. Therefore, in the eighteenth aspect, when a Tccciw{ stations _ when i D f orma tion from such trans- 
request for using pay ^formation using the electronic value m ^ ^ ^ receivi ^ a 
holding device is occurred, a receivable transmitting station 15 ^ fa d disbursement of the charge for use 
at a specific receiving station to which the e ectromc value be ^ ^ tne twentieth a t> when a 
holding device belongs is checked against a receivable { fof ^formation using the credit holding 
transmitting station at other receiving stations to which the ^ ^ Qccurred a receivable transmitting station at a 
electronic value holding device is set, and the pay informa- fic recdvm stalion t0 which the ^ holdin device 
tion can be used only when the transmitting station provid- 20 £ ^ ^ a receivable transmitting station 
mg the requested pay information is receivable at any of the a( ^ receiyi stations t0 which the credit holdi device 
receiving stations, thereby transferring the charge for use of ^ and ^ information can be ^ onl wnen the 
the pay information to the electronic value holding devtce. lransmittin sta F uo J n providillg tnc requested pay information 
According to a nineteenth aspect, in the first aspect, ^ rcccivab f c a( any of thc recciving stations> thcreby trans . 
a plurality of the receiving stations exist, further com- 25 fe ^ ing me charge for use 0 f tbe pay information to the credit 

Prising holding device, 

a hand-held credit holding device capable of using the pay According to a twenty-first aspect, in the first aspect, 

information for an amount equal to credit given to a serV er further comprises a information recording 

specific receiving station at other receiving stations, ^ portion for recording the pay information received by 

when a request for giving credit is inputted with the credit the receiving portion, 

holding device being set, the specific receiving station wheQ a reques t for using the pay information recorded in 

gives to the credit holding device credit equal to an the information recording portion is sent from each of 

amount previously defined, the terminals, the distributing portion reads out the 

when a request for using the pay information is generated ^ corresponding pay information from the information 

with the credit holding device being set, the other recording portion and distributes to the terminal which 

receiving stations transfer the charge for use of the pay sends the request, and 

information calculated by the charge calculating the charge calculating portion calculates a charge for use 

portion, without being stored in the charge storing of tne pay information every time the pay information 

portion, to the credit holding device, ^ Q recorded in the information recording portion is dis- 

the credit holding device set in the other receiving stations tributed to the terminal. 

accumulates the charges for use transferred from the As described above, in accordance with the twenty-first 

server, and aspect, the received pay information is recorded, and the 

when a request for reimbursement is inputted with the recorded pay information is read out and distributed in 

credit holding device being set, the specific receiving 45 response to the request from the terminal. Therefore, the user 

station inputs an accumulated value of the charges for can use the once received pay information a number of times 

use held in the credit holding device and adds to the without receiving the pay information again. On the other 

charge for use of the pay information stored in the hand, the charge calculating portion calculates a charge for 

charge storing portion. use of the pay information every time the pay information 

As described above, in accordance with the nineteenth 50 recorded in the information recording portion. Therefore, the 

aspect, the user who belongs to the specific receiving station information provider can make a charge in response to the 

can use the pay information through the terminal at the other number of times of use. 

receiving stations. Further, the charge for use of the pay According to a twenty-second aspect, in the twenty-first 

information is made not to the user of the other receiving aspect, 

stations but to the user who actually used the pay informa- 55 pay information received at an arbitrary first receiving 

tion. This allows construction of a usable pay information station is available at an arbitrary second receiving 

providing system. station which is different from the first receiving sta- 

According to a twentieth aspect, in the nineteenth aspect, tion. 

the specific receiving station and the other receiving . 3 As described above, in the twenty -second aspect, the pay 

stations are respectively capable of receiving the pay 60 information received at a certain receiving station can be 

information from one or more transmitting stations, used at any other receiving station, thereby allowing to 

the credit holding device stores first identification infor- construct a highly flexible pay information providing sys- 

mation for respectively identifying the transmitting tern. 

stations from which the specific receiving station is According to a twenty-third aspect, in the twenty-second 

capable of receiving, 65 aspect, 

second identification information for respectively identi- the server of the first receiving station, when a request for 

fying the transmitting stations from which the other using the pay information recorded in the information 
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recording portion of its own station at the second These and other objects, features, aspects and advantages 

receiving station is inputted, creates authorization data of the present invention will become more apparent from the 

defining use conditions of the pay information, and following detailed description of the present invention when 

based on the created authorization data, calculates taken in conjunction with the accompanying drawings, 

charge for use of the pay information and stores the 5 

charge in the charge storing portion, BRIEF DESCRIPTION OF THE DRAWINGS 

the authorization data created in the first receiving station FIG. 1 is a block diagram showing the whole structure of 

and the pay information recorded in the information a pay iaformaticm prov iding system according to a first 

recording portion of the first receiving station are embodiment of the present invention. 

transmitted to the second receiving station, and 10 . , , .■ l • *i_ L t * * c 

6 . . . . FIG. 2 is a block diagram showing the whole structure of 

each of the terminals in the second receiving station a information providing system according to a second 

allows the pay information transmitted from the first embodiment of the present invention, 

receiving station to be used only when the use condi- _ T _ _ . t « , . . , A M . 

j J? j ■ ,i ,i ■ » j * » jf .« FIG. 3 is a block diagram showing the more detailed 

tions defined by the authorization data transmitted from . , ^ . l ■ 

the first receiving station are satisfied. 35 ^ tructure of a termmal nwpng portion 25 shown in FIG. 
As described above, in the twenty-third aspect, when the 

pay information received at the first receiving station is used FIG. 4 is a diagram showing the contents of operation of 

at the second receiving station, it is possible to make a a terminal information setting portion 251 shown in FIG. 3. 

charge for use to the first receiving station. FIG. 5 is a diagram showing an example of the contents 

According to a twenty-fourth aspect, in the twenty-second 20 stored in a terminal information storing portion 252 shown 

aspect, in FIG. 3. 

the server of the first receiving station, when a request for FIG. 6 is a diagram showing an example of the contents 

using pay information recorded in the information stored in a request content storing portion 253 shown in FIG. 

recording portion of its own station at the second 3. 

receiving station is inputted, creates authorization data 25 FIG 7 is a diagram showing an example of the contents 

defining use conditions of the pay information, slored in a discount information storing portion 254 shown 

the authorization data created in the first receiving station m pjG. 3, 

and the pay information recorded in the information pig. 8 is a flow chart showing operational procedures of 

recording portion of the first receiving station are 3o me terminal managing portion 25 shown in FIG. 2. 

transmitted to the second receiving station, and _ T __ . . . 

. , . Al , . . . FIGS. 9A and 9B are diagrams showing an examples of 

each oi the terminals in the second receiving station , * j • u* i_ ju 

" . . „ . . - « *t_ c charges stored in a memory which a second charge manag- 

allows the pay information transmitted from the first . u - r? ir , ~ . „ f , - 

. . r / . , , , it j . me portion 223 shown in FIG. 2 has therein, 

receiving station to be used only when the use condi- . . , . 

tions defined by the authorization data transmitted from „ FIG * 10 IS a block dia £ ram showm S the j whole 

the first receiving station are satisfied, and based on the «f apay information providing system according to third and 

authorization data and the transmitted pay information, fourth embodiments of the present invention, 

calculates charge for use of the pay information and FIG. 11 is a block diagram showing the structure of a pay 

stores the charge in the charge storing portion of its information providing system according to an embodiment 

own station. 4Q of the present invention. 

As described above, in the twenty-fourth aspect, when the FIG. 12 is a flow chart showing operation of the system 

pay information received at the first receiving station is used in FIG. 11 when pay information provided by a transmitting 

at the second receiving station, it is possible to make a station TSx is received and used in real time by a receiving 

charge for use to the second receiving station. station RSI. 

According to a twenty-fifth aspect, in the twenty-first 45 FIG 13 ^ a flow chart showing operation of the system 

aspect, in FIG. 11 when pay information provided by the transmit- 

an external terminal which is not connected online to the UDg station TSx is received and recorded by the receiving 

server is provided, station RSI and the recorded information is used afterward, 

when a request for using pay information recorded in the FIG. 14 is a flow chart showing operation of the system 

information recording portion at the external terminal is 50 m F t G n wnen pay information provided by the transmit- 

inputted, the server creates authorization data denning ^ag station TSx is received by the receiving station RSI and 

use conditions of the pay information, and based on the uscd by an ex t e rnal terminal 9. 

created authorization data, calculates charge for use of mQ ^ fa ft flow chart &hQw[ {on of {hc 

the pay information and stores the charge in the charge m FIQ u when pay information proyided by the transmit . 

storing portion. 55 ( . station T§x ^ rcccivcd ^ re-provided for a receiving 

the authorization data created by the server and the pay statk>n RS2 by ^ receiving station RS1 and ^ rec eiving 

information recorded in the information recording por- station RS2 uses the re . provided pay information. 

tion are transmitted to the external terminal, and _ T ^, • • , « , 

. , tl . . _ . FIG. 16 is a block diagram showing the conventional pay 

the external terminal allows the pay information trans- . , , _ - ^ , A ~. 

- .. . , broadcastme system using a broadcast satellite, 

mitted from first receiving station to be used only when 60 

the use conditions defined by the authorization data DESCRIPTION OF THE PREFERRED 

transmitted from the receiving station are satisfied. EMBODIMENTS 
As described above, in accordance with the twenty-fifth 

aspect, the pay information received at the receiving station Embodiments of the present invention will now be 

can be used at an external terminal which is not connected 65 described below referring to the drawings. In the present 

to the server, thereby allowing the construction of a highly specification, to scramble means to manipulate pay infor- 

flexible pay information providing system. mation (a signal or data) to prevent the original pay infor- 
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mation from being recovered unless certain information is 
known, and generally includes a notion of encryption. 

First Embodiment 

FIG. 1 is a block diagram showing the structure of a pay 
information providing system according to a first embodi- 
ment of the present invention. In FIG. 1, the pay information 
providing system of the present embodiment comprises a 
plurality of transmitting stations TS and a plurality of 
receiving stations RS. Each transmitting station TS and each 
receiving station RS are connected through a transmission 
path 4 by wire or radio. 

The transmitting station TS is a broadcast satellite, a 
communication satellite, a center station of CATV, a ground 
broadcast station or the like managed by an information 
provider, and transmits pay information such as picture/ 
audio data, character data, and computer data. 

The receiving station RS includes a server 2 and a 
plurality of terminals 3. The server 2 and the terminals 3 are 
connected through a local bus 5. The terminal 3 is a 
television set, a computer device or the like, which uses the 
pay information transmitted from the server 2 in a certain 
form (display, audio output, data processing, etc). The server 
2 receives the pay information transmitted from the trans- 
mitting stations TS and distributes the pay information to 
each terminal 3. The server 2 also manages use situations of 
the pay information at each terminal 3 based on a request 
from each terminal 3, and calculates a charge for using the 
pay information at each terminal 3 from the use situations. 
The receiving station RS is installed for each contractor 
(typically, a household or a business establishment) who 
makes a receive contract with the information provider. 
However, when a house complex such as a condominium is 
the receiving station, one server 2 may be provided for the 
whole house complex and the terminal 3 may be provided 
for each household. 

Generally, each transmitting station TS scrambles and 
transmits the pay information to prevent the pay information 
from being used without permission. The scramble methods 
at transmitting stations TS are different from each other and 
the transmitting methods are also different from each other. 
The server 2 unifies the format of the pay information by 
receiving and descrambling the pay information transmitted 
from each transmitting station TS so as to allow any terminal 
to use the pay information. However, when the pay infor- 
mation is distributed from the server 2 to the terminal 3, it 
is preferable to rescramble the pay information using a 
unique scramble key for each terminal. The pay information 
transmitted on the local bus 5 thereby becomes usable only 
at a specific terminal 3. 

The pay information received and descrambled by the 
server 2 is, in one case, immediately outputted to the 
terminal 3 and used in real time at the terminal 3. In another 
case, the pay information received and descrambled by the 
server 2 is temporarily recorded in the server 2, then read out 
according to a request from the terminal 3, and used at the 
terminal 3, etc. In either case, the server 2 can calculate and 
manage a charge for use in response to a degree of using the 
pay information. 

As described above, according to the first embodiment, 
the server 2 manages use situations of the pay information 
at each terminal 3 and calculates from the use situations a 
charge of use of the pay information at each terminal 3. 
Therefore, regardless of the number of the terminals one 
contractor holds, it is possible to calculate a charge for use 
in response to a degree of actual use of the pay information. 
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Further, according to the first embodiment, one server 2 as 
receiving equipment is all that is necessary to be installed for 
the contractor at each receiving station, which reduces 
expenses for equipment at a user's side. 

s 

Second Embodiment 

Next, a second embodiment of the present invention will 
be described. The second embodiment is constructed as a 
system further embodying the above described first embodi- 
10 ment. 

FIG. 2 is a block diagram showing the whole structure of 
a pay information providing system according to the second 
embodiment of the present invention. In FIG. 2, the pay 
information providing system of the present embodiment 

15 comprises a transmitting station TS and a receiving station 
RS, as in the first embodiment shown in FIG. 1. The 
transmitting station TS and the receiving station RS are 
connected through a transmission path 4 by wire or radio. 
Although in FIG. 2, as an example, two transmitting stations 

20 TS and one receiving station RS are shown, the number of 
the transmitting stations TS connected to one receiving 
station RS varies according to the number of the receive 
contracts, and may be one, or three or more. 

The transmitting station TS is a broadcast satellite, a 
communication satellite, a center station of CATV, a ground 
broadcast station or the like managed by an information 
provider, and transmits pay information such as picture/ 
audio data, character data, and computer data. 

30 The receiving station RS includes a server 2 and a 
plurality of terminals 3. The server 2 and the terminals 3 are 
connected through a local bus 5. The terminal 3 is a 
television set, a computer device or the like, which uses the 
pay information transmitted from the server 2 in a certain 

35 form (display, audio output, data processing, etc). The server 
2 receives the pay information transmitted from the trans- 
mitting stations TS and distributes the pay information to 
each terminal 3. The server 2 also manages use situations of 
the pay information at each terminal 3 based on a request 

40 from each terminal 3, and calculates a charge for using the 
pay information at each terminal 3 from the use situations. 
The receiving station RS is installed for each contractor 
(typically, a household or a business establishment) who 
makes a receive contract with the information provider. 

45 However, when a house complex such as a condominium is 
the receiving station, one server 2 may be provided for the 
whole house complex and the terminal 3 may be provided 
for each household. The more detailed structure of the 
transmitting station TS, the server 2 and the terminals 3 will 

50 be described below. 

The transmitting station TS comprises a scramble key 
generating portion 11, a scrambler 12, a related information 
encrypting portion 13, a multiplex/transmitting portion 14 
and a first charge managing portion 15. Although each 

55 transmitting station TS has basically the same structure, in 
many cases, each scrambler 12 in each station performs 
scrambling with different scramble methods based on a 
security policy of each in formation provider, etc. 

The server 2 comprises a plurality of receiving devices 21, 

60 IC cards 22 corresponding to the receiving devices 21, an 
internal scrambler 23, a server I/F 24 and a terminal man- 
aging portion 25. Each receiving device 21 includes a 
receiving portion 211 and a descrambler 212, and has the 
structure corresponding to the transmitting method of the 

65 above transmitting station TS. For example, when the trans- 
mitting station TS is a broadcast satellite, the corresponding 
receiving device 21 is a receiving device for the broadcast 
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satellite, and when the transmitting station TS is a center discount rate storing portion 254 may store discount charge 

station of CATV, the corresponding receiving device 21 is a corresponding to the number of the installed terminals, 

receiving device for CATV. The above IC card 22 includes The coefficient of charge calculating portion 255 calcu- 

a related information decrypting portion 221, a qualification lates the coefficient of charge based on the inputted request, 

judging portion 222 and a second charge managing portion 5 and then outputs the request to the internal scrambler setting 

223. When receiving a request from the terminal 3 through portion 256. The internal scrambler setting portion 256 

the server I/F 24, the terminal managing portion 25 executes generates an internal scramble key for scrambling the pay 

a processing of obtaining a coefficient of charge, a setting information to be transmitted to the terminal 3 which 

processing of the internal scrambler 23 and a processing of generated the request, and sets the internal scramble key to 

transmitting the request. The detailed structure of the ter- 10 scrambler 23. Next, the internal scrambler 

minal managing portion 25 will be described below. settin & P° rtion 256 ^tracts the terminal encryption key 

L11J . , *u t ^ c *u assigned to the terminal 3 which generated the request from 

FIG. 3 is a block diagram showing the structure of the ^ informalion storin g portion 252. Next, the 

terminal managing .portion 25 shown in FIG. 2. The terminal seUm ^ 2S6 „ the ted 

managing portion 25 includes a terminal information setting in(erna| ^ ^ 

portion 251, a terminal information storing pardon 252, a 15 ^ ^ ^ ted 

request content storing portion 253, a discount informa ion k (o ^ 3 wbicf) ted the r ( 

storing portion 254, a coefficient of charge calculating ^ ^ ^ ^ ^ n 

portion 255, an internal scrambler setting portion 256 and a ^ ^ ^ t received fom ^ of 

request transmitting portion 257. chwge ca)culating portion 255 to ^ requesl Emitting 

When an initialization command (its detail will be portion 257. The request transmitting portion 257 transmits 

described later) generated by the terminal 3 is inputted the request to the transmitting station TS which transmits the 

through the server I/F 24, the terminal information setting pay information specified by the request, 

portion 251 assigns a terminal encryption key and a coef- ^ terminal 3 comprises a command generating portion 

ficient of basic charge to the terminal 3. Next, the terminal 31 a terminal yp 32 , an internal descrambler 33, a terminal 

information setting portion 251 sets the assigned terminal decrypling portion 34> a picture/audio decoder 35, and a 

encryption key and coefficient of basic charge and terminal pic tu re /audio outputung portion 36. Here, each terminal 3 

information as to attributes of the terminal which are has , he same strocture> while a unique iden tiner is previ- 

included in the initialization command (an installation place QUsly given tQ each terminal 3> as described above . Further> 

of terminal 3, a screen size, etc.) to theterminal infoi-mation stored ta memory (no , shown) which eacb utnninal decrypt- 

storing portion 252 (refer to FIG. 4). The terminal informa- tog porlioQ 34 has ^ fa the termina| decryption kcy 

tion setting portion 251 generates a terminal decryption key previottS ] y ass ig ne d by the terminal information setting 

for use in decrypting an encrypted internal scramble key portion 251 

(which is encrypted with the assigned terminal encryption ^ ^ slation R§ fa ^ ^ described 

key), and transmits a key assignment command including ^ fe ^ a ^ rf ^ ^ whQ t j 

.T'u ^ 10n . y I I etc. Further, in order to be provided with pay information 

ated the above initialization command through the server I/F &offl aQ information provider m , househo i d milt ^ user 

makes a contract with the information provider. Registered 

As shown in FIG. 5, the terminal information storing thereby in the transmitting station TS managed by the 

portion 252 stores the terminal information (the installation 4Q information provider are contract information as to the 

place, the screen size), the terminal encryption key and the contract with the user and an encryption key for the server 

coefficient of basic charge. By the way, in the present 2 (hereinafter referred to as a server encryption key), 

embodiment, identifiers are previously given to the tenni- Further, the contract information is also registered in the 

nals 3. "A" is given to one of the terminals 3 shown in FIG. qualification judging portion 222. Stored in the related 

2 as an identifier (this terminal is hereinafter referred to as 45 information decrypting portion 221 of the IC card 22 cor- 

a terminal 3A), "B" is given to the other (this terminal is responding to the transmitting station TS is a server decryp- 

hereinafter referred to as a terminal 3B). In this case, the uon key ^pable of decrypting the encrypted scramble key 

terminal information storing portion 252 stores the terminal (which is encrypted with the server encryption key) and the 

information of each of the terminals 3A and 3B. ^hen tne contract is made, initialization is performed 

As shown in FIG. 6, the request content storing portion 50 first. In this initialization, the command generating portion 

253 stores date/time information indicating when a request 31 in the terminal 3 generates an initialization command 

is generated, an identifier of the terminal 3 which generated according to an input of the user, and outputs the command 

the request and a title of the pay information included in the to the terminal I/F 32. This initialization command includes 

request. FIG. 6 shows the contents which the request content the identifier and terminal information of the terminal 3, 

storing portion 253 stores when the terminal 3A generates a 55 being outputted to the local bus 5 by the terminal I/F 32 and 

request for pay information with a title "P" at date/time being inputted to the server I/F 24. The initialization com- 

indicated by 4 T1" and further when the terminal 3B gener- mand is then outputted by the server I/F 24 to the terminal 

ates a request for pay information with a title "P' at information setting portion 251 in the terminal managing 

date/time indicated by "T2". In this manner, the request portion 25. 

content storing portion 253 manages requests transmitted 60 The terminal information setting portion 251 assigns the 

from the terminals 3 which are connected to the server 2. terminal encryption key and the coefficient of basic charge 

As shown in FIG. 7, the discount information storing for the terminal 3 which generated the initialization 

portion 254 stores the aggregate number of the terminals command, and then stores in the terminal information stor- 

which request the same program and discount rates corre- ing portion 252 the identifier and the terminal information of 

sponding to the aggregate number. In an example shown in 65 the terminal 3 which are included in the initialization 

FIG. 7, when the aggregate number are 0, 1, and 2, the command and the assigned coefficient of basic charge and 

discount rates are set to 0, 5, and 10%, respectively. The terminal encryption key (refer to FIG. 4 and FIG. 5). As 
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described above, the terminal information setting portion 
251 generates a terminal decryption key corresponding to 
the assigned terminal encryption key, and then generates and 
outputs a key assignment command to the server I/F 24. The 
key assignment command includes the identifier of the 5 
terminal 3 which generated the above initialization com- 
mand and the terminal decryption key generated for the 
terminal 3, being output ted to the local bus 5 by the server 
I/F 24 and being inputted to the terminal I/F 32 of the 
terminal 3 which generated the above initialization com- 1Q 
mand. The terminal I/F 32 outputs the inputted key assign- 
ment command to the terminal decrypting portion 34. The 
terminal decrypting portion 34 extracts the terminal decryp- 
tion key included in the inputted key assignment command, 
and then stores the extracted terminal decryption key in its 15 
internal memory. The initialization is thereby completed, 
allowing the terminal 3 to generate a request for pay 
information. 

In this embodiment, assume that to the terminals 3A and 
3B, terminal encryption keys "Ka" and "Kb" are assigned 2 o 
and coefficients of basic charge "1.5" and "0.8" are set, 
respectively (refer to FIG. 5). The terminal 3 A, whose 
screen size is large, is installed in a living room. Therefore, 
it is assumed that a plurality of users use pay information 
simultaneously. Accordingly, the coefficient of basic charge 15 
is set to "1.5" so as to increase a charge for the pay 
information. Conversely, for the terminal 3B, it is assumed 
from its attributes that an individual uses the pay informa- 
tion. Therefore, the coefficient of basic charge is set to "0.8" 
so as to decrease a charge for the pay information. Further, 30 
stored in the terminal decrypting portions 34 in the terminals 
3 A and 3 B are a terminal decryption keys "K'a" and "Kb" 
corresponding to the terminal encryption keys "Ka" and 
"Kb", respectively. Now, operation of the present pay infor- 
mation providing system from the time when a user inputs 35 
a request to the time the user obtains pay information will be 
described referring to the drawings. In the following descrip- 
tion of operation, specifically as to operation of the terminal 
managing portion 25, description will be made referring to 
a flow chart shown in FIG. 8. 40 

For example, when a user of the terminal 3A wants to use 
pay information (a title "P") provided by an information 
provider "X", the command generation portion 31 generates 
a request according to an input by the user and outputs the 
request to the terminal I/F 32. The request includes the 45 
identifier "A" of the terminal 3 A, the title "P" and the 
date/time information "Tl" indicating the date/time when 
the request is generated, and is inputted via the terminal I/F 
32, the local bus 5 and the server I/F 24 to a coefficient of 
charge calculating portion 255 in the terminal managing 50 
portion 25. The terminal managing portion 25, which has 
been in the request wait state ((step S71), i.e., if "Request 
Received is No, then step S71 is repeated), thereby executes 
a processing for obtaining a coefficient of charge, (i.e., if 
"Request Received" is Yes, then processing proceeds to step $5 

572) . First, the coefficient of charge calculating portion 255 
extracts and holds the coefficient of basic charge "1.5" 
corresponding to the identifier "A" included in the inputted 
request from the terminal information storing portion 252 
(step S72). 60 

Next, the coefficient of charge calculating portion 255 
searches in the request content storing portion 253, and 
counts and holds the aggregate number of the terminals 3 
which used the pay information with the title "P" prior to the 
data/time information "Tl" included in this request (step 65 

573) . At this moment, assume that the aggregate number is 
"0" (refer to FIG. 6). Next, the coefficient of charge calcu- 



lating portion 255 extracts a discount rate corresponding to 
the held aggregate number from the discount information 
storing portion 254 (step S74). At this moment, a discount 
rate "0%" corresponding to the aggregate number "0" is 
extracted (refer to FIG. 7). Next, the coefficient of charge 
calculating portion 255 calculates the coefficient of charge 
"1.5" based on the held coefficient of basic charge "1.5" and 
the discount rate "0%", and outputs the calculated coefficient 
of charge "1.5" and the title "P" to the second charge 
managing portion 223 (step S75). Then, the coefficient of 
charge calculating portion 255 stores the identifier "A" of 
the terminal 3, the title "P" and the date/time information 
"TL" in the request content storing portion 253 and outputs 
the request to the internal scrambler 256. The processing in 
the second charge managing portion 223 will be described 
later. 

When the request is inputted, the internal scrambler 
setting portion 256 generates an internal scramble key and 
sets the internal scramble key to the internal scrambler (step 
S76). The internal scrambler setting portion 256 then 
extracts the terminal encryption key "Ka" of the terminal 3A 
from the terminal information storing portion 252, and 
encrypts the internal scramble key with the extracted termi- 
nal encryption key "Ka" and outputs the result to the server 
I/F 24 (step SIT). Next, the internal scrambler setting 
portion 256 outputs the inputted request to the request 
transmitting portion 257. 

The above encrypted internal scramble key (which is 
encrypted with the terminal encryption key "Ka") is inputted 
via the server I/F 24, the local bus 5 and the terminal I/F 32 
of the terminal 3A to the terminal decrypting portion 34 of 
the terminal 3A. The terminal decrypting portion 34 of the 
terminal 3A decrypts the encrypted internal scramble key 
with the terminal decryption key "Ka" stored in its internal 
memory to obtain the original internal scramble key. Next, 
the terminal decrypting portion 34 sets the above internal 
scramble key to the internal descrambler 33 and waits for the 
pay information to be transmitted. 

The request transmitting portion 257 transmits the input- 
ted request to the transmitting station TS managed by the 
information provider "X" (step S78). The terminal manag- 
ing portion 25 thereby completes the processing for obtain- 
ing the coefficient of charge, the setting processing of the 
internal scrambler and the request transmitting processing, 
and goes on to the request wait state again, capable of 
receiving requests from other terminals 3, 

Next, operation of the transmitting station TS which the 
information provider "X" manages will now be described. 
On receiving a request transmitted from the request trans- 
mitting portion 257, the transmitting station TS generates 
related information. The related information includes a table 
bearing basic charges corresponding to each of the pay 
information which the information provider "X" provides 
(hereinafter referred to as basic charge information) and the 
contract information previously registered. Next, the 
scramble key generating portion 11 generates a scramble key 
and sets the scramble key to the scrambler 12. Further, the 
scramble key generating portion 11 outputs the scramble key 
to the related information encrypting portion 13. 

The related information encrypting portion 13 encrypts 
the inputted related information and scramble key with the 
server encryption key of the server 2 which transmitted the 
request, and outputs the encrypted related information, etc. 
to the multiplex/transmitting portion 14. On the other hand, 
the scrambler 12 scrambles the pay information to be 
transmitted with the previously set scramble key, and out- 
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puts the result to the multip lex/transmitting portion 14. The 
multiplex/transmitting portion 14 multiplexes the encrypted 
related information and scramble key and the scrambled pay 
information, and transmits the result as a multiplex signal 
using the transmission path 4, as described above. 

Next, operation of the server 2 will now be described. In 
the server 2, the receiving portion 211 in the receiving 
device 21, corresponding to the transmitting station TS 
which the information provider "X" manages, receives mul- 
tiplex signals transmitted through the transmission path 4. 
The receiving portion 211 demultiplexes the received mul- 
tiplex signals into the encrypted related information and 
scramble key and the scrambled pay information. The 
receiving portion 211 outputs the encrypted related 
information, etc. to the related information decrypting por- 
tion 221 of the IC card 22, and outputs the scrambled pay 
information to the descrambler 212. 

The related information decrypting portion 221 decrypts 
the encrypted related information and scramble key using 
the server decryption key previously stored, and then out- 
puts the decrypted contract information (which is included 
in the related information) and scramble key to the qualifi- 
cation judging portion 222, and outputs the decrypted basic 
charge information (which is included in the related 
information) to the second charge managing portion 223. 
Here, a processing at the qualification judging portion 222 
will be described. The qualification judging portion 222 
examines the decrypted contract information to judge 
whether the receiving device 21 has qualifications for 
receiving the pay information or not, and outputs the 
scramble key inputted together with the contract information 
to the descrambler 212 only when the receiving device 21 
has qualification. The descrambler 212 is thereby set with 
the scramble key, capable of descrambling the scrambled 
pay information. 

The descrambler 212 descrambles the scrambled pay 
information using the set scramble key and outputs the 
descrambled pay information to the internal scrambler 23. 
As described above, set to the internal scrambler 23 is the 
internal scramble key by the internal scrambler setting 
portion 256 (refer to step S76 in FIG. 8). The internal 
scrambler 23 scrambles the inputted pay information using 
the internal scramble key. The pay information scrambled 
with the internal scramble key is outputted from the internal 
scrambler 23, and inputted via the server I/F 24, the local bus 
5 and the terminal I/F 32 of the terminal 3A to the internal 
descrambler 33 of the terminal 3A. 

Next, operation of the terminal 3 will now be described. 
The internal descrambler 33 of the terminal 3A descrambles 
the inputted pay information using the previously set inter- 
nal scramble key. The internal descrambler 33 outputs the 
descrambled pay information to the picture/audio decoder 
35. The picture/audio decoder 35 decodes the inputted pay 
information and outputs the result to the picture/audio 
outputting portion 36. The picture/audio outputting portion 
36 outputs the decoded pay information. The user thereby 
uses the pay information with the title "P" through the 
terminal 3A. 

Next, operation of the second charge managing portion 
223 in the IC card 22 will now be described. Inputted to the 
second charge managing portion 223, as described above, 
are the coefficient of charge calculated by the coefficient of 
charge calculating portion 255 of the terminal managing 
portion 25 and the like (refer to step S76 in FIG. 8), and 
further the basic charge information of the pay information 
which the information provider "X" provides. In the basic 
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charge information, the basic charge for the pay information 
with the title "P" is also stored. Assume that the basic charge 
for the pay information with the title "P" is "F". The second 
charge managing portion 223 multiplies the basic charge 

5 "P" by the coefficient of charge "1.5" to obtain the charge 
for the pay information with the title "P'^l.SxP 1 ", and stores 
the result in its internal memory (refer to FIG. 9 (a)). 

Next, operation will now be described when a request 
from the terminal 3B is transmitted to the terminal managing 

10 portion 25 which has been in the request wait state. The 
terminal 3B also generates a request in the same procedure 
as that of the terminal 3A. The request includes the identifier 
"B" of the terminal 3B, the title "P* and data/time informa- 
tion "T2" (which is time later than "Tl") indicating the 

^5 date/time when the request is generated, and, similarly as 
described, is inputted to the coefficient charge calculating 
portion 255. The terminal managing portion 25 in the 
request wait state (step S71) thereby goes on to the process- 
ings at step S72. First, the coefficient of charge calculating 

20 portion 255 executes the same processing as described 
above. This time, the coefficient of charge calculating por- 
tion 255 extracts and holds the coefficient of basic charge 
"0.8" (step S72). Next, the coefficient of charge calculating 
portion 255 counts the aggregate number of the terminals 3 

25 to which the pay information with the title "P" is transmitted 
prior to the date/time information "T2" (step S73). This 
time, the aggregate number of the terminals is "1" (refer to 
FIG. 6). The coefficient of charge calculating portion 255 
holds the aggregate number of the terminals "1". Next, the 

30 coefficient of charge calculating portion 255 extracts the 
discount rate u 5%" corresponding to the aggregate number 
of the terminals "1" from the discount information storing 
portion 254 (step S74, refer to FIG. 7). Next, the coefficient 
of charge calculating portion 255 calculates a coefficient of 

35 charge "0.76" (=0.8x(l-0.05)) based on the held coefficient 
of basic charge "0.8" and discount rate "5%", and outputs 
the calculated coefficient of charge "0.76" and the title "P" 
included in the request to the second charge managing 
portion 223 (step S75). The coefficient of charge calculating 

40 portion 255 then stores the contents of the request in the 
request content storing portion 253 (refer to FIG. 6), and 
outputs the request to the internal scrambler setting portion 
256. 

Based on the identifier and the title which are included in 

45 the inputted request, the internal scrambler setting portion 
256 encrypts the internal scramble key generated in response 
to the above request from the terminal 3A with the terminal 
encryption key "Kb" of the terminal 3B extracted from the 
terminal information storing portion 252. The internal 

50 scrambler setting portion 256 outputs the encrypted internal 
scramble key to the server I/F 24. The internal scrambler 
setting portion 256 then outputs the request to the request 
transmitting portion 257. 
The encrypted internal scramble key (which is encrypted 

55 with the terminal encryption key "Kb") is inputted via the 
server I/F 24, the local bus 5 and the terminal I/F 32 of the 
terminal 3B to the terminal decrypting portion 34 of the 
terminal 3B in the same manner as described in the above 
case of the terminal 3A. The terminal decrypting portion 34 

60 of the terminal 3B decrypts the encrypted internal scramble 
key with the terminal decryption key "KV stored in its 
internal memory to obtain the internal scramble key. The 
above terminal decrypting portion 34 sets the internal 
scramble key to the internal descrambler 33. The terminal 

65 3B then waits for the pay information to be transmitted. As 
described above, picture information/audio information as to 
the title "P" has already been outputted from the server I/F 
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24 to the terminal 3A. At this time, when obtaining the mation by the number of requests to the charged amount for 

interna] scramble key, the terminal 3B executes the same the receiving station RS. This enables adaptation of a charge 

processing as that of the terminal 3A, allowing the user to system acceptable even at the receiving station RS in which 

use the pay information with the title "P" via the terminal m any of the terminals 3 are connected to the server 2. 

S Th 6 discount rates in response to the number of requests 

On the other hand, the second charge managing portion are n0 , restricted t0 mose sii 0wn m piG. 7, but arbitrarily 

223 of the IC card 22 executes the same processing as defincd accordin to m6 intentions by , h6 information pro- 

descnbed above while this time multiplying the coefficient viders when me mformation providers "X" and 

of charge "0.76 calculated by the coefficien charge calcu- „ Y „ ad fat6 ^ for ^ ^scount 

P° m ° D , 255 by baaC Charg \ P ' and „ s,onn 8 10 rates or the discounted amounts corresponding to respective 

'CK76xP in its inner memory as a charge < f°r the Pay information providers are stored in the discount information 

mformanon with the title "P" refer to FIG. 9B). Therefore, ^ 2J4 fof use 

at this tunc, the memory in the second charge managing & r . 

portion 223 stores "1.5xP'+0.76xP" as a total of charges for ln ^ ^ coa6 embodiment, the pay information transmit- 

billing the household where the server 2 is installed. 15 ted from each transmitting stations TS is received as a 

A . . , . « • i totality and distributed to the terminal which sent the 

According to an instruction by the user, each terminal 3 J • 1 i 

. A , t u . %/ o, n .'JTc n ftUn;nf n , request. Therefore, even when a plurality of the terminals 3 

thereafter requests the transmitting station TS of the infor- 4 . , ' , . f J . , A 

■ j • ,i j * * * are installed in one receiving station Ko, it is not required to 

mation provider with whom the user made a contract to V „ VT j j *u ^ V» 

. , * . f , t , «..„t™ tc «f install the receiving device 21 and the IC card 22 corre- 

provide pay information, and the transmitting station TS of 6 . . , , 

ft_ • r a- . j . . t T e • sponding to each term mal 3. That is, according to the second 

the information provider transmits the pay information in 2 o u 1- . -T . . ' . . , & . P 

* ^ , Tn. a u - embodiment, if comprising one receiving device 21 for a 

response to the request. The second charge managing por- f , ^ „. r r i -» j- , * L * 

• ,l ir j <vi <? a. • • a n broadcast satellite, for example, the server 2 can distribute 

tion 223 in the IC card 22 of the receiving device 21 ' f ' « 

. .... , 4 - TC aU1(1 - „„j the pay information from the broadcast satellite to the 

corresponding to each transmitting station 15> obtains and . K..f - x . t - , u . r 4 , 

r , . °, r ° . r . iUa plurality of the terminals 3. As a result, the amount or the 

accumulates charges for using the pay information by the * i ' . . A . _ 

u # u j fu ~r ^ <ur> initial mvestment from the contractor is reduced. More 

above request based on the coefficient of charge and the 2 5 ^ n . . c 4 i_ • • j • n 

* • i rp< , f . _ specifically, assume that a cost of the receiving device 21 

basic charge. The amount of charges of the pay information y T J" 4 i, j - iU ■ * <-*v^ 

*u i i u* ■ a TTi *u f V_ m and the IC card 22 installed in the server 2 is a, a cost of the 

can thereby be obtained. Then, the second charge managing . . ' 

m *. •* * p u * #k terminal managing portion 25 and the internal scrambler 23 

portion 223 transmits the amount of charges to the first j ? B *[ . . , , , P 4U 

r , . it r* L * « t-c ♦ is 6, a cost of the terminal 3 is v, and the number or the 

charge managmg portion 15 of the transmitting station IS at , . j * a_ \> r «u- • *u 

j . • ' / c i • ™ *u\ termmals 3 connected to the server 2 is n. In this case, in the 

prescribed timing (for example, timing per month). Each 30 ... , ' 

f - ._, v 4 . i i ' ■ 4 f u pay information providing system according to the present 

information provider thereby obtains the amount of charges ^ . ,. . . r .u • • » »• dc * . a . w« 

f h h h 1H embodiment, a cost for the receiving station RS is a+p+yxn. 

ror eacn nousenoia. Qn the Qlher faand ^ a m tion where thc 

In the above second embodiment it is not preferred that ^ d ^ u md ^ , c cafd are ed for eacfa 

the user can ^easily mampulate each of the information stored a cqs{ for ^ rcccivi RS ^ ( )xn 

m each of the second charge managmg portion 223 and the 35 Wore> when ?<a and n ^ 2> the ^ investment for the 

terminal managing portion 25 because the information information prov iding system of the present embodi- 

belongs to the information provider Therefore the second ^ ^ mfficiQ J sma]1 

charge managing portion 223 pre ierably stores the into rma- . . 

tion in a secure field in the IC card and the like so as not to ^ ^ seco u nd embodiment, the coefficient of basic charge 

allow tampering by the user. Also, the terminal information «o * obUuned based on the attributes of the terminal 3. For 

storing portion 252 preferably stores the information in a ™ b ™ the terminal 2 1S lns f alled 10 a ^ ^°° m or 

secure field, while the contents of the terminal information | h f size of ,he 15 Iat B e ' " ^ assumed that the pay 

which the terminal information storing portion 252 stores information is used by many members of the household, 

has to be changed as the installation situations (the number which makes the coefficient of bas,c charge large. On the 

of installation, installation place, etc.) of the terminals in the 45 oth ? r the tennmal 3 ,f mstalledin a pnvate room 

receiving station RS change. Therefore, initialization is 01 , the size ofthe ««« 15 sma ^ *■ « f^umed that the pay 

again required. In this case, only an authorized person (for information « used by an indmdua which makes he 

example, a person dispatched from the information coefficient of baac charge small^This allows ; bUl.ng m deta, 

provider) can manipulate the terminal for initialization. The ? s P° nS6 10 ' h6 attributes of the terminal 3. In the present 

credibility of the information stored in the second charge so embodiment, the installation place and the screen size are 

managing portion 223 and the like is thereby maintained. ^ 35 thc tenmnal information, while the terminal infor. 

... u mation is not restricted to these but has characteristics which 

In the second embodiment, the server 2 obtains a charge ... . . . • c .■ -j . j- 

. . , .. . f b can be determined at the information provider s discretion, 

for use of the pay information every tune a request from _ . , . . . , , . c . 

. . • i-i' , 11 j- ,u • • . .• do. Therefore, for example, it is possible to use mformation 

each terminal 3 installed in the receiving station RS to which ... ' * ' . \. . „„ rf .,„ „, . 

- . , . . „ . ~ c .i. • c ,■ indicatme whether the terminal 3 is a portable model or a 

the server 2 belongs is mputted. Therefore the information 55 ^ mode] bm of the P terminal 3 and dis . 

provider can charge the amount of actual use of the pay * reso i ution 0 f the terminal 3 and the like as the terminal 

information by the user at each receiving station RS. As a information 
result, it can be avoided to occur unfairness as to the charged 

amount between a receiving station in which many terminals In the second embodiment, the system capable of dis- 

3 are connected to the server 2 (that is, a receiving station 60 counting a charge for the pay information according to the 

capable of transmitting the same program to a plurality of aggregate number of the terminals which used the same pay 

the terminal 3) and a receiving station otherwise. Moreover, information has been described. However, the system is not 

in the pay information providing system of the present restricted to the above, discount mformation shown in the 

embodiment, the charge for use of the pay information is following 1 to 3 can be stored m the discount mformation 

determined on the basis of the coefficient of basic charge and 65 storing portion 254. 

the discount information, not simply by setting the charge 1. Discount according to whether commercials are 

obtained by multiplying the basic charge for the pay infor- included in the pay information 
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The information provider previously sets to the discount 
information storing portion 254 a discount rate (or a dis- 
count amount) according to whether commercials are 
included in the pay information. When making a contract 
with the user as to providing pay information, the informa- 
tion provider also makes the user select whether to make 
commercials included in the pay information to be provided. 
Furthermore, the information provider makes description 
that the pay information selected by the user is transmitted 
included in the above mentioned contract information, and 
registers the contract information. On receiving a request 
from the request transmitting portion 257, the transmitting 
station TS transmits the pay information based on the 
contract information. The coefficient of charge calculating 
portion 255 then obtains the coefficient of charge referring 
also to the discount rate according to whether commercials 
are included or not and the like. In this way, the pay 
information provider can differentiate between the charge 
for the pay information to the contractor which is provided 
with the pay information including commercials and the 
charge to the contractor otherwise. This allows construction 
of the pay information providing system having a wider 
range of charge system. 

2. Discount according to attributes of a user 

In the second embodiment, although the terminal infor- 
mation storing portion 252 only stores the terminal infor- 
mation as to the attributes of the terminal 3, it can also store 
user information as to attributes of a user who operates the 
terminal 3 and make charges of the used pay information 
different according to users. For example, when a child, a 
member of a specific group or the like uses pay information, 
the terminal information storing portion 252 stores, in addi- 
tion to the coefficients of basic charge shown in FIG. 5, a 
coefficient of basic charge and an ID number corresponding 
thereto of the child (or a coefficient of basic charge and an 
ID number corresponding thereto of the member). When a 
request including the above ID number is inputted, the 
coefficient of charge calculating portion 255 obtains a coef- 
ficient of charge referring to the coefficient of basic charge 
for the child (or the coefficient of basic charge for the 
member). The second charge managing portion 223 obtains 
the charge for the pay information based on the coefficient 
of charge obtained by the coefficient of charge calculating 
portion 255 to differentiate the charges according to the 
attributes of the users. Examples of the attributes of the user 
are the user's age, sex, occupation or the like, and on the 
basis of these, the information provider may be at liberty to 
set the coefficient of basic charge. 

Further, in connection with discount according to the 
attributes of the user, if the assigned coefficient of basic 
charge (refer to FIG. 5) based on the terminal information of 
the terminal 3 is not stored and only the coefficient of basic 
charge for the child and the corresponding ID number are 
stored, the terminal 3 can be used only by the child. That is, 
when the coefficient of basic charge based on attributes of 
the user and the ID number corresponding thereto are set to 
each family member, it is possible to construct a high 
personal-oriented pay information providing system. 

3. Discount by providing terminal information and user 
information for the information provider 

In terms of marketing research, etc., it is an important 
matter for the information provider to know through which 
terminal and by which user the information provided from 
the information provider is used. However, the attributes of 
the terminal 3 provided in the receiving station RS and the 
attributes of the user who uses the receiving station RS relate 
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to the contractor's privacy, and the contractor does not want 
them to be leaked outside. Therefore, in compensation for 
being provided with the terminal information and the user 
information provided by the user, the information provider 

5 previously sets a discount rate or a discount amount for 
discounting the charge of the pay information to be provided 
to the discount information storing portion 254. When 
requesting the pay information, the user determines whether 
to provide the terminal information of the terminal 3 now in 

30 use and his/her own user information for the information 
provider. When the user determines to provide the terminal 
information now in use and his/her own user information, 
the coefficient of charge calculating portion 255 obtains a 
coefficient of charge of the requested pay information also 

15 referring to the discount information. Further, when the 
request includes the terminal information of the terminal and 
the user information which the user determined to provide 
and then is transmitted, the information provider can easily 
obtain this information. In this way, in compensation for 

20 being provided with the information as to through which 
terminal and by which user the provided pay information is 
used at the receiving station RS, etc., the information 
provider discounts the charge of the pay information. This 
allows harmony in interests between the information pro- 

25 vider and the contractor, and construction of the pay infor- 
mation providing system having a wider range of charge 
system. 

In the second embodiment, the request content storing 
portion 253, as described above, manages requests sent to 

30 the server 2, thereby storing schedules of use at the terminals 
3. Therefore, if the contents in the request content storing 
portion 253 are displayed at any of the terminals 3, the user 
who operates the terminal 3 can easily know the use situa- 
tions of the pay information at other terminals 3. In this way, 

35 if the use situation of other terminals 3 is managed, for 
example, parents can monitor what kind of pay information 
their children use. Further, contrary to the above, if the 
contents of the request are made to be not displayed, it is 
possible to keep secret the information regarding when and 

40 which of terminals 3 used which kind of pay information, 
thereby realizing protection of privacy as to use of the pay 
information. 

In the second embodiment, the second charge managing 
portion 223 manages the basic charge information of the pay 

45 information provided by the information provider and the 
charged amount for the user. Therefore, if the basic charge 
information and the charged amount are made to be dis- 
played in the terminal 3, the user can select the pay infor- 
mation for use referring to the basic charge information, and 

50 further can know beforehand the amount to be charged by 
the information provider. Furthermore, the terminal infor- 
mation storing portion 252 manages the terminal informa- 
tion of the terminals 3 connected to the server 2. Therefore, 
the terminal information is displayed at the terminal 3, the 

55 user can easily determine through which terminal to use the 
pay information for a lower charge. These features allow a 
more usable pay information providing system to be con- 
structed. 

In the second embodiment, a plurality of the transmitting 
60 stations TS exist, and the case in which the scramble method 
is different at each of the transmitting stations TS has been 
described. In this case, as described above, the server 2 
performs descrambling at the descrambler 212 provided in 
response to each transmitting station TS, performs scram- 
65 bling again at the internal scrambler 23, and then transmits 
the result to a prescribed terminal 3. However, when only 
one information provider makes the receive contract, or 
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when the scramble methods are unified among each trans- 
mitting station TS despite a plurality of information 
providers, the structure of the server 2 can be simplified. 
That is, the internal scrambler 23 of the server 2 encrypts not 
the pay information descrambled by the descrambler 212 but 
the scramble key acquired by the related information 
decrypting portion 221 (generated at the scramble key 
generating portion 11) using each terminal encryption key, 
and transmits the result to each terminal 3. The server 2 then 
transmits the received pay information in the same state as 
generated at the transmitting station TS (that is, as scrambled 
at the scrambler 12) to the terminal 3. The terminal 3 can 
acquire the scramble key by decrypting the encrypted 
scramble key. Further, the terminal 3 descrambles the 
scrambled pay information using the scramble key. It is 
thereby possible to simplify the structure of the server 2 
compared to that in the above described first embodiment 
and also decrease the processing load of the server 2. That 
is because, as compared to the amount of data of the pay 
information generated by the transmitting station TS, the 
amount of data of the scramble key is far smaller. 

In the second embodiment, the server 2 manages the 
terminal encryption key which is unique to each terminal, 
and each of the terminals 3 manages the terminal decryption 
key which has no duplication. However, instead of such 
terminal encryption key, a so-called public encryption key 
may be used. 

While the second embodiment has the structure in which 
the pay information transmitted from a broadcast satellite or 
the like is used in real time by the user with the terminal 3, 
a system may be constructed as such that a storage medium 
with a large capacity capable of writing and reading such as 
a DVD (Digital Video Disc) is installed in the server 2 and 
the transmitted pay information is temporarily stored in the 
storage medium. In this case, the user selects the desired pay 
information among the pay information stored in the storage 
medium. The terminal 3 transmits a request as to the pay 
information selected by the user. The server 2 transmits the 
pay information in response to the request to the terminal 3 
which the user operates. In this case, set to the terminal 
information storing portion 252 may be a coefficient of basic 
charge (a second coefficient of basic charge) which is 
different from the coefficient of basic charge (a first coeffi- 
cient of basic charge) for use in obtaining a charge for the 
pay information used in real time, and the coefficient of 
charge calculating portion 255 may obtain a charge for the 
pay information selected and used from the storage medium 
based on the set second coefficient of basic charge. 

Third Embodiment 

FIG. 10 is a block diagram showing the whole structure 
of the pay information providing system according to a third 
embodiment of the present invention. In FIG, 10, the pay 
information providing system of the present embodiment 
comprises a transmitting station TS, and receiving stations 
RSI and RS2. In FIG. 10, while the system structure having 
one transmitting station and two receiving stations is shown 
for simplification of representation, the number of transmit- 
ting stations and receiving stations which the system 
includes may be more than the number shown in the 
representation. 

The receiving station RSI includes a server 201 and two 
terminals 3 A and 3B. The receiving station RS2 includes a 
server 202 and one terminal 3C. Given to the two terminals 
3A and 3B in the receiving station RSI are identifiers "A" 
and "B", respectively. Given to the terminal 3C in the 
receiving station RS2 is an identifier "C 
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In FIG. 10, since the transmitting station TS has the same 
structure as that of the transmitting station TS shown in FIG. 
2, a representation of a detailed internal structure is omitted 
and the reference numbers used in FIG. 2 will be quoted in 

5 the following description. Compared to the server 2 shown 
in FIG. 2, the servers 201 and 202 shown in FIG. 10 are 
different only in the terminal managing portion 25', and 
other portions have the same structure as those of the server 
2 shown in FIG. 2. Therefore, the same reference numbers 

10 arc given to the corresponding portions and their description 
is omitted. To the terminal managing portion 25', in addition 
to the function which the terminal managing portion 25 
shown in FIG. 2 has, a unique function to the present 
embodiment (will be described later) is added. Compared to 
the terminal 3 shown in FIG. 2, the terminals 3A to 3C are 

15 different in that a terminal IC card 8 can connect to the 
terminal I/F 32 and in that a unique function to the present 
embodiment (will be described later) is added, in addition to 
the function which the terminal 3 of the second embodiment 
has. Since other portions have the same structure as those of 

20 the terminal 3 shown in FIG. 2, the representation of a 
detailed internal structure is omitted and the reference 
numbers used in FIG. 2 will be quoted in the following 
description. The terminal IC card is structured in such a 
manner that it can connect to any of the terminals 3 A to 3C, 

25 and is further provided with a third charge managing portion 
81 therein. 

Next, operation of the pay information providing system 
according to the third embodiment of the present invention 
will now be described. Here, as an example of characteristic 

30 operations of the present embodiment, an accounting 
method of pay information will be described in a case where 
a user who usually uses pay information at the receiving 
station RSI goes to a place in which the receiving station 
RS2 is installed (for example, goes to one house to another), 
carrying the terminal IC card 8, ■ and acquires the pay 

35 information through the terminal 3C in the receiving station 
RS2. 

- Now, connected to the terminal 3B in the receiving station 
RSI is the terminal IC card 8. In such a state, the command 
generating portion 31 of the terminal 3B generates a request 

40 command for requesting the server 201 to give an electronic 
value based on an input from the user who manages the 
terminal IC card 8. Here, the electronic value is a money 
value capable of being settled electronically. This request 
command is inputted through the terminal I/F 32 of the 

45 terminal 3B, the local bus 5 and the server I/F 24 of the 
server 201 to an electronic value generating portion (not 
shown and which is provided for adding a function) pro- 
vided in the terminal managing portion 25'. The electronic 
value generating portion notifies the second charge manag- 

50 ing portion 223 to make a predetermined charge "V" when 
the request command is inputted. The second charge man- 
aging portion 223 stores the charge "V" in its internal 
memory in response to the notification. Therefore, the infor- 
mation provider can bill the contractor who manages the 

55 receiving station RSI for an equivalent amount "V" of the 
electronic value in addition to the charge for use of the pay 
information shown in FIG. 9. 

Further, the electronic value generating portion generates 
and outputs an electronic value equal to the amount "V" to 

60 the server I/F 24. The electronic value is inputted through the 
server I/F 24, the local bus 5 and the terminal I/F 32 of the 
terminal 3B to the third charge managing portion 81 of the 
terminal IC card 8 set to the terminal 3B. The third charge 
managing portion 81 stores the inputted electronic value in 

65 its internal memory (not shown). The terminal IC card 8 is 
thereby given the electronic value equivalent of the amount 
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The user carrying the above terminal IC card 8 goes to a is connected to the server 2 other than the server 201 is 

place where the server 202 is installed and sets the terminal inputted, the third charge managing portion 81 updates the 

IC card 8 to the terminal 3C. The command generating balance of the given electronic values based on the elec- 

portion 31 of the terminal 3C generates a request for the pay ironic values stored at that time and the charge for the pay 

information according to the input by the user. At this time, $ information included in the charge information, 

the command generating portion 31 determines whether an [ n me above third embodiment, to allow use of the pay 

electronic value is stored in the connected terminal IC card information at other receiving stations, the electronic value 

8 or not, and generates a request only when an electronic ^ added to tnc terminal IC card 8. However, in some cases, 

value is stored. In this request, a request for transmitting the t he desires to reimburse without using the electronic 

charge for use of the pay information to the terminal 3C 10 valuc ( the cntirc amount initially given or the balance after 

(hereinafter referred to as a charge transmission request) is ^ g i ven to tne terminal IC card 8. To respond these needs, 

included. The request is, as is the same described in the the second charge managing portion 223 at each receiving 

second embodiment, inputted to the coefficient of charge station preferably has a function for reimbursing the elec- 

calculating portion 255. The coefficient of charge calculating t ronic value given to the terminal IC card 8. 

portion 255 obtains a coefficient of charge based on the 15 

terminal information of the terminal 3C. The coefficient of Fourth Embodiment 
charge calculating portion 255 outputs the obtained coeffi- Next, the pay information providing system according to 
cient of charge and the charge transmission request included a fourth embodiment of the present invention will be 
in the inputted request, etc., to the second charge managing described. Since the structure of the pay information pro- 
portion 223 (operation in the second charge managing 2Q viding system according to the fourth embodiment is the 
portion 223 will be described later). The coefficient of same as the structure of the third embodiment shown in FIG. 
charge calculating portion 255 then outputs the request to the 10, only points of difference from the third embodiment will 
internal scrambler setting portion 256. Since the following be described below. 

processings are the same as described in the second In the above described third embodiment, the terminal 

embodiment, description is omitted. 25 managing portion 25' in the server has the electronic value 

The transmitting station TS also executes the same pro- generating portion, while in the fourth embodiment, the 

cessings as described in the above mentioned second terminal managing portion 25' includes a credit information 

embodiment. At this time, the related information encrypting generating portion (not shown) instead of the electronic 

portion 13 encrypts the related information and the scramble value generating portion. Further, in the fourth embodiment, 

key by the server encryption key of the server 202. The 30 processings at the second charge managing portion 223 is 

multiplex/transmitting portion 14 then outputs a multiplex different from those in the third embodiment. Further, in the 

signal to the transmission path 4, as described above. Since fourth embodiment, processings at the third charge manag- 

the following operation of the server 202 and the terminal ing portion 81 in the terminal IC card 8 is different form 

3C regarding transmission of the pay information is the those in the third embodiment, 

same as described in the second embodiment, detailed 35 Next, operation of the pay information providing system 

description is omitted. according to the fourth embodiment will now be described. 

Next, operation of the second charge managing portion Here, as an example of characteristic operations of the 
223 in the IC card 22 provided in the server 202 will be present embodiment, an accounting method of pay informa- 
described. To the second charge managing portion 223, as tion will be described in a case where a user who usually 
described above, the coefficient of charge calculated by the 40 uses pay information at the receiving station RSI goes to a 
coefficient of charge calculating portion 255 of the terminal place in which the receiving station RS2 is installed (for 
managing portion 25' and the like are inputted. Further, to example, goes to one house to another), carrying the termi- 
the second charge managing portion 223, as is the same nal IC card 8, and acquires the pay information through the 
described in the second embodiment, the basic charge infor- terminal 3C in the receiving station RS2. 
mation of the pay information transmitted from the trans- 45 Now, connected to the terminal 3B in the receiving station 
mitting station TS is inputted. The second charge managing RSI is the terminal IC card 8. In such a state, the command 
portion 223 obtains a charge for use of the pay information generating portion 31 of the terminal 3B generates a request 
based on the inputted coefficient of charge and the basic command for requesting the server 201 to give credit 
charge for the requested pay information. Assume that the information according to an input from the user who man- 
obtained charge of the pay information is taken as "W". At 50 ages the terminal IC card 8. Here, the credit information is 
this time, the second charge managing portion 223, with the information for giving credit of a predetermined amount to 
charge transmission request inputted, generates charge infor- the terminal IC card 8. The request command is inputted 
mation for notifying the terminal 3C of the obtained charge through the terminal I/F 32 of the terminal 3B, the local bus 
of the pay information "W" and outputs the charge infor- 5 and the server I/F 24 of the server 201 to a credit 
mation to the server I/F 24. The charge information is 55 information generating portion (not shown) in the terminal 
inputted from the server I/F 24 through the local bus 5 and managing portion 25'. When the above request command is 
the terminal I/F 32 of the terminal 3C to the third charge inputted, the credit information generating portion generates 
managing portion 81 of the terminal IC card 8. and outputs credit information to the server I/F 24. This 

The third charge managing portion 81, when the above credit information is inputted through the server I/F 24, the 

charge information is inputted, updates the held electronic 60 local bus 5 and the terminal I/F 32 of the terminal 3B to the 

value to "V"-"W" based on the electronic value equivalent third charge managing portion 81 of the terminal IC card 8 

to the amount "V" currently stored in its internal memory set to the terminal 3B. The third charge managing portion 81 

and the charge " W" of the pay information included in the stores the inputted credit information in its internal memory, 

charge information. The user has thereby paid the charge for The terminal IC card 8 is thereby given credit by the server 

the pay information acquired through the terminal 3C. 65 201, and the user carrying the terminal IC card 8 can use the 

Similarly, in the following, when the charge for the pay pay information through the terminal 3C connected to the 

information used by the user through the terminal 3C which server 202. 
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The user carrying the above terminal IC card 8 goes to a As described above, the user who uses the pay informa- 
place where the receiving station RS2 is installed and sets tion using the terminal IC card 8 at any of the other receiving 
the terminal IC card 8 to the terminal 3C. The command stations (in this case, the receiving station RS2) sets the 
generating portion 31 of the terminal 3C generates a request terminal IC card 8 to either of the terminals (in this case, the 
for the pay information according to the input by the user. At 5 terminals 3 A and 3B) in the receiving station (in this case, 
this time, the command generating portion 31 determines the receiving station RSI) to which the user belongs by the 
whether credit information is stored in the connected termi- time determined by the contract with the information 
nal ICcard 8 or not, and generates a request only when credit provider, etc. The command generating portion 31 of the 
information is stored. In this request, a request for transmit- terminal to which the terminal IC card 8 is set takes out the 
ting the charge for use of the pay information to the terminal ]Q charge for use of tne pay information stored in the third 
3C (hereinafter referred to as a charge transmission request) charge managing portion 8 i according to an input by the 
is included. The request is, as is the same described m the ^ generates a charge transmission command for trans- 
second embodiment, inputted to the coefficient of charge mitd ^ ch fof ^ of ^ information to the 
calculating portion 255 . The coefficient of charge calculating second managing portioil 2 23, and outputs the com- 
portion 255 obtains a coefficient . of g^*™*™** ^ £ terminal W 32. This charge transmission 
terminal information of the terminal 3C. The coefficient 01 1 5 , . . iA , . ' , . 4 , f _ . . . 
charge calculating portion 255 outputs the obtained coeffi- ^mmand is inputted through the terminal I/F 32, the local 
cientof charge and the charge transmission request included bus 5 ^ifrver I/F 24 to the second charge managing 
in the inputted request, etc., to the second charge managing P ortlon 223 - ^ sccond cnar g e managing portion 223 stores 
portion 223 (operation in the second charge managing the char S e for ™* of lhe P a Y information included in the 
portion 223 will be described later). The coefficient of 20 inputted charge transmission command in its internal 
charge calculating portion 255 then outputs the request to the memory. Further, when the charge for use of the pay 
internal scrambler setting portion 256. Since the following information is taken out from the command generating 
processings are the same as described in the second portion 31, the third charge managing portion 81 clears the 
embodiment, description is omitted. charge for use of the pay information to "0". These reim- 

The transmitting station TS also executes the. same pro- 2 5 bursement processings allow the information provider to bill 

cessing as described in the above mentioned second embodi- the user for an accurate charge for use. 

ment. At this time, the related information encrypting por- The transmitting stations with which each of the receiving 

tion 13 encrypts the related information and the scramble stations contracts do not necessarily coincide with each 

key by a server encryption key of the server 202. The other. For example, when the user carrying the terminal IC 

multiplex/transmitting portion 14 then outputs a multiplex 30 card 8 can use the pay information from the transmitting 

signal to the transmission path 4, as described above. Since station TS with which the receiving station RS2 makes a 

the following operation of the server 202 and the terminal contact but the receiving station RSI does not, the charge of 

3C regarding transmission of the pay information is the the pay information cannot be reimbursed later Therefore, it 

same as described in the second embodiment, detailed is necessary to prevent the user carrying the terminal ICcard 

description is omitted. 35 8 from using the pay information from the above described 

Next, operation of the second charge managing portion transmitting station TS, For this reason, a first identification 
223 in the IC card 22 provided in the server 202 will be information is set to the terminal IC card 8 for respectively 
described. To the second charge managing portion 223, as identifying all of the information providers with which the 
described above, the coefficient of charge calculated by the receiving station RSI contracts. That is, the first identifica- 
coefficient of charge calculating portion 255 of the terminal 40 tion information is to respectively identify all of the trans- 
managing portion 25' and the like are inputted. Further, to mitting stations TS connected to the receiving station RSI. 
the second charge managing portion 223, as is the same Further, a second identification information is set to the 
described in the second embodiment, the basic charge infor- coefficient of charge calculating portion 255 in the terminal 
mation of the pay information transmitted from the trans- managing portion 25' at the receiving station RS2 for 
mitting station TS is inputted. The second charge managing 45 respectively identifying all of the transmitting stations with 
portion 223 obtains a charge for use of the pay information which the receiving station RS2 contracts. That is, the 
based on the inputted coefficient of charge and the basic second identification information is to respectively identify 
charge for the requested pay information. Assume that the all of the transmitting stations TS connected to the receiving 
obtained charge for use of the pay information is taken as station RS2. 

"W". At this time, the second charge managing portion 223, 50 The command generating portion 31, in a state that the 
with the charge transmission request inputted, generates above described first and second identification information 
charge information for notifying the terminal 3C of the are set, makes the credit information stored in the terminal 
obtained charge for use of the pay information "W" and IC card 8 and the whole first identification information be 
outputs the charge information to the server I/F 24. The included in a request to be generated. The coefficient of 
charge information is inputted from the server I/F 24 through 55 charge calculating portion 255 compares the second identi- 
the local bus 5 and the terminal I/F 32 of the terminal 3C to fication information previously set with the first identifica- 
the third charge managing portion 81 of the terminal IC card Uon information included in the inputted request prior to 
8. calculating a coefficient of charge, and determines whether 
When the charge information equivalent of the charge for the pay information included in the request can be trans- 
use of the pay information "W" is inputted, the third charge 60 mitted to a terminal to which the terminal IC card 8 is 
managing portion 81 stores the charge for use "W" in its connected. That is, when the first and the second identifi- 
internal memory as a charge for use of the pay information cation information coincide each other, the coefficient of 
used by the above user. Similarly, in the following, the charge calculating portion 255 determines that the pay 
charges for use of the pay information are cumulatively information included in the request can be transmitted to the 
stored in the internal memory of the third charge managing 65 terminal to which the terminal IC card 8 is connected. In 
portion 81 every time the pay information is used at the other words, the coefficient of the charge calculating portion 
receiving station other than the receiving station RSI. 255 determines that the user carrying the terminal IC card 8 
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can make disbursement later at the server 201, and executes ground broadcast stations or the like which information 
the processing for obtaining the coefficient of charge, etc. providers manage, and transmit pay information such as 
Conversely, when the first and second identification infor- picture/audio data, character data, and computer data. In the 
mation do not coincide with each other, the coefficient of present embodiment, the transmitting station TSx is man- 
charge calculating portion 255 determines that the pay 5 aged by an information provider "X", the transmitting 
information included in the request cannot be transmitted to & }* iion * managed by an information provider "Y", and 
the terminal 3C to which the terminal IC card 8 is connected. the transmitting station TSz is managed by an mformation 
That is, the coefficient of the charge calculating portion 255 " Z "; T ♦ transmitting 

determines that the user carrying the terminal IC card 8 statlons TS * io Jf Z has baS * cally ih % 8 ™f f m ™> e f 

* ... i . t ° ~ Ai , , . „„ can separately determine and use a dLstributmg method, a 

cannot make disbursement at the server 201, and does not 10 /, m J UnA n „ A n „ n „^ ™«<u„a 

a IX _ , 4 . . it _ «- . . £ scramble method and an accounting method, 
execute he processmg for obtaining the coefficien of stations RSI andRS2 include a server 2 and 
charge, etc. llus prcvente the user carrying the terminal IC a Qf 3 ^ ^ % ^ ^ teriniaals 3 
card 8 from acquiring the pay information from the tarns- afe connected mrou h a local bus 5 . ^ terminal 3 ^ a 
mitting station TS which is connected to the server 202 but television ^ a computer device or the like, which uses the 
not to the server 201, thereby preventing the information 15 pay mlormation transmitted from the server 2 in a certain 
provider from suffering disadvantages. form (^1^ audio outpu t, data processing, etc). The server 
Although the second to fourth embodiments mentioned 2 receives the pay information transmitted from the trans- 
above are structured as a so called on-demand-type pay mitting station which contracts with the server 2 and dis- 
information providing system of demanding transmission of tributes the pay information to each terminal 3 in its own 
desired pay information from the receiving station to the 20 station. The sever 2 also manages use situations of the pay 
transmitting station and transmitting the demanded pay information at each terminal 3 in its own station based on a 
information from the transmitting station to the receiving request from each terminal 3, and calculates a charge for use 
station, this structure may be substituted for a broadcasting- of thc P a y information at each termmai 3 from the use 
type system configuration in which the user selects neces- situations. Each receiving station is installed for each con- 
sary pay information among the pay information unidirec- 25 tractor (typically, a household or a business establishment) 
tionaUy broadcasted by the information provider and the £ ho makes * rece ' ve contract w lt h the transmitting station. 
, J c r * L i * j • r *■ • a However, when a house complex such as a condominium is 
charge for use of the selected pay reformation is nude. ^ K<x{y . ^ Qac se * 6f 2 be ided for , he 

Further in the second to fourth embodiments described whok hov £ and lhe terminal 3 may be provided 

above, the charge for use of the pay information is calculated £ Qr eac jj household 

when the server receives a request from a termmai, the 30 ^ ^ ^.^ RSJ and ^ ^ station RS2 

calculation tuning of the charge for use of the pay inforrna- cm m ^ communication 0 f information through 

tion is not restricted to this. For example it may be when the a J mlmniclit ion line/a CATV network or through a hand- 

server actually receives the pay mformation from the trans- heldstorage medillm . However, in the following, description 

mitting station, etc. ^ w ^ ^ e ma de restricting to a case of communication of 

In the above third and fourth embodiments, although the information through a hand-held storage medium, 

terminal IC card 8 has been described as being connected to M {r tfae fot tQ fcmrth embo di me nts, a user who belongs 

a terminal, the terminal IC card 8 is not restricted to this and to each of (he receivmg stations RS1 and RS2 uses the pay 

may have a structure capable of being connected to a server m f orma t ion provided by the transmitting stations TSx to TSz 

When the terminal IC card 8 has such structure capable of {h[mgh ^ terminal 3 ^ contractor who manages each of 

being connected to a server, it is necessary to have a the receiving stations RS 1 and RS2 periodically pays a 

structure in which the terminal which the user carrying the cfaarge for ^ tQ each of (he transmitting stations TSx to 

terminal IC card 8 currently uses and other terminals are ^ However, the charge for use is calculated for each of 

clearly differentiated and the charge for use of the pay the receiving stations RSI and RS2 according to a degree of 

information which the user acquires is reliably stored in the ^ use of ^ pay information . Each of tne transmitting stations 

terminal IC card 8. ^ to TSz ^ not ified of the calculated charge for use 

Fifth Embodiment through a telephone line, a personal computer communica- 
tion network, a digital CATV network, etc. 

Next, a fifth embodiment of the present invention will be Each of the transmitting stations TSx to TSz scrambles the 

now described. The fifth embodiment is structured as a 50 pay information to be provided and provides the scrambled 

system further embodying the first embodiment described pay information with an information identifier, accounting 

above, reference data and a record enable flag added for each of 

FIG. 11 is a block diagram shown the structure of a pay receiving stations RSI and RS2. Here, the information 

information providing system according to the fifth embodi- identifier is to differentiate the provided pay information 

ment of the present invention. In FIG. 11, the pay inforrna- 55 from other pay information, and also includes data indicat- 

tion providing system of the present embodiment comprises ing which of the transmitting stations TSx to TSz provides 

three transmitting stations TSx, TSy, and TSz and two the pay information. The accounting reference data is data 

receiving stations RSI and RS2. The transmitting stations for calculating charge for use of the provided pay 

TSx to TSz and the receiving stations RSI and RS2 are information, including data of charges for use in real time 

connected through a transmission path 4 by wire or radio. 6 rj and charges for use by recording and the like. The record 

Although in FIG. 11, the system structure having three enable flag is a flag indicating whether the provided pay 

transmitting stations and two receiving stations is shown for information can be recorded at the sides of the receiving 

simplifying the representation, the number of the transmit- stations RSI and RS2 or not, and is defined as 1 when pay 

ting stations and the receiving stations which the system information can be recorded, and defined as 0 when it cannot 

includes is not restricted to this. $5 be recorded. 

The transmitting stations TSx to TSz are broadcast Each of the receiving stations RSI and RS2 further 

satellites, communication satellites, center stations of CATV, comprises a move disk 7 and an IC card 8 which are usable 
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by any of the terminals 3. The move disk 7 is a hand-held 
storage medium capable of writing/reading, and the IC card 

8 is a hand-held storage medium in which the recorded data 
is hard to analyze/change without authorization. The termi- 
nal 3 capable of using the move disk 7 and the IC card 8 can 
record information, data and the like received from the 
server 2 in the move disk 7 and the IC card 8. Moreover, the 
terminal 3 can read the information, the data and the like 
recorded in each of the move disk 7 and the IC card 8. Each 
terminal 3 can transmit an instruction such as a request 
inputted by the user to the server 2. An external terminal 9 
has a stand-alone structure which is not connected online to 
any of the receiving stations, and can read the information, 
the data and the like recorded in each of the move disk 7 and 
the IC card 8. 

The server 2 comprises a receiving portion for X 61*, a 
decrypting portion for X 62*, an accounting portion for X 
63*, a receiving portion for Y 61y, a decrypting portion for 
Y 62y, an accounting portion for Y 63y, a receiving portion 
for Z 61z, a decrypting portion for Z 62z, an accounting 
portion for Z 63z, an information recording portion 64, an 
internal scrambler 65, a data recording portion 66 and a 
random number generating portion 67. 

The receiving portion for X 61* receives the pay infor- 
mation distributed by the transmitting station TSx. The 
decrypting portion for X 62* descr ambles the pay informa- 
tion received by the receiving portion for X 61* and the pay 
information provided by the transmitting station TSx among 
the pay information recorded in the information recording 
portion 64. The accounting portion for X 63* calculates a 
charge for use of the pay information based on the account- 
ing reference data added to the pay information decrypted by 
the decrypting portion for X 62*. The accounting portion for 
X 63* also creates authorization data as required. The 
receiving portion for Y 61y receives the pay information 
distributed by the transmitting station TSy. The decrypting 
portion for Y 62y descrambles the pay information received 
by the receiving portion for Y 6ty and the pay information 
provided by the transmitting station TSy among the pay 
information recorded in the information recording portion 
64. The accounting portion for Y 63y calculates a charge for 
use of the pay information based on the accounting reference 
data added to the pay information decrypted by the decrypt- 
ing portion for Y 62y. The accounting portion for Y 63y also 
creates authorization data as required. 

The receiving portion for Z 61z receives the pay infor- 
mation distributed by the transmitting station TSz. The 
decrypting portion for Z 62z descrambles the pay informa- 
tion received by the receiving portion for Z 61z and the pay 
information provided by the transmitting station TSz among 
the pay information recorded in the in formation recording 
portion 64. The accounting portion for Z 63z calculates a 
charge for use of the pay information based on the account- 
ing reference data added to the pay information decrypted by 
the decrypting portion for Z 62z. The accounting portion for 
Z 63z also creates authorization data as required. 

Here, the authorization data is, when the external terminal 

9 uses the pay information or when the pay information 
received by the receiving station RSI is re-provided for the 
receiving station RS2 and the user of the receiving station 
RS2 uses the pay information at the terminal in his/her own 
station, to define the number of use of the pay information 
and a terminal capable of using the pay information, includ- 
ing the number of availability, a record mode and an 
accounting mode. 

The above number of availability is the number of times 
that the pay information can be used, and is updated as pay 
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information is used. The record mode is to limit the terminal 
capable of using the pay information, and is defined as 1 
when the external terminal 9 uses the pay information and as 
2 when the terminal 3 of the receiving station RS2 uses the 

s pay information. The accounting mode is to indicate whether 
the pay information is charged information or not, and is 
defined as 1 when the pay information is charged and as 2 
when not charged. 

The information recording portion 64 records the pay 

10 information received by each of the receiving portions 61* 
to 61z. However, the information recording portion 64 has a 
function of determining whether the record enable flag 
added to the pay information to be recorded is 1 or not, and 
does not record the information whose record enable flag is 

15 not 1. The data recording portion 66 records a charge for use 
obtained by calculation by each of the accounting portions 
63* to 63z. The data recording portion 66 also stores a secret 
key for each terminal 3. The random number generating 
portion 67 generates a random number. 

20 The internal scrambler 65 rescrambles the pay informa- 
tion descrambled by each of the decrypting portion 62x to 
62z with the random number generated by the random 
number generating portion 67. Further, the internal scram- 
bler 65 encrypts the random number generated by the 

25 random number generating portion 67 with the secret key for 
each terminal 3 stored by the data recording portion 66. The 
accounting portions 63* to 63z and the data storing portion 
66 are placed in a field where they cannot be analyzed, 
changed or duplicated. 

30 The terminal 3 comprises an internal descrambler 37. The 
internal descrambler 37 holds a secret key unique to the 
terminal 3 and decrypts the encrypted random number 
transmitted from the server 2 with the secret key. Further, the 
internal descrambler 37 descrambles the rescrambled pay 

35 information transmitted from the server 2 in its own station 
with the decrypted random number. Furthermore, the inter- 
nal descrambler 37 descrambles the rescrambled pay infor- 
mation transmitted from the server 2 of any of other receiv- 
ing stations with the random number transmitted from the 

40 server 2 of the same receiving station. However, the internal 
descrambler 37 has a function of determining whether the 
authorization data transmitted from the server 2 of the one 
of other receiving stations satisfies prescribed conditions or 
not, and «when the authorization data does not satisfy the 

45 conditions, the internal descrambler 37 does not perform the 
operation of descrambling the rescrambled pay information 
transmitted from the server 2 of the one of other receiving 
stations. 

5Q The external terminal 9 comprises an internal descrambler 
91. The internal descrambler 91 descrambles the 
rescrambled pay information transmitted from the server 2 
of any of the receiving stations with the random number 
transmitted from the server 2. However, the internal 

S5 descrambler 91 has a function of determining the authori- 
zation data transmitted from the server 2 satisfies prescribed 
conditions or not, and when the authorization data does not 
satisfy the conditions, the internal descrambler 91 does not 
perform the operation of descrambling the rescrambled pay 

6Q information. 

Each operation of the present system will be described 
below in the following cases in which the pay information 
provided by the transmitting station TSx is received by the 
receiving station RSI and; 

65 (1) Used in real time; 

(2) Recorded to be used; 

(3) Used at the external terminal 9; and 
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(4) Received by the receiving station RSI and used by the 
receiving station RS2. 
(1) Used in Real Time 

FIG. 12 is a flow chart showing operation of the system 
in FIG. 11 when the pay information provided by the 5 
transmitting station TSx is received by the receiving station 
RS and used in real time. Operation will be described below 
referring to FIG. 12 when the receiving station RSI in FIG. 
11 receives the pay information provided by the transmitting 
station TSx and a user of the receiving station RSI uses the 10 
information in real time at the terminal 3. 

First, the user of the receiving station RSI inputs an 
intention of using certain pay information provided by the 
transmitting station TSx to the terminal 3. In response, the 
terminal 3 creates a request including the intention and 15 
notifies the server 2. The decrypting portion for X 62* which 
received the request descrambles the scrambled pay infor- 
mation received by the receiving portion for X 61* (step 
S101). The accounting portion for X 63* calculates a charge 
for use of the pay information based on the accounting 20 
reference data added to the pay information (step S102). 
However, the charge for use at that time is calculated based 
on a reference when the pay information is used in real time. 
The charge for use calculated by the accounting portion for 
X 63* is recorded in the data recording portion 66 (step 25 
S103). The charge for use recorded by the data recording 
portion 66 is regularly notified to each of the transmitting 
stations TSx to TSz through a telephone line, a personal 
computer communication network, a digital CATV network, 
etc. Therefore, the contractor who manages the receiving 30 
station RSI pays the charge. 

Next, the random number generating portion 67 generates 
a random number r, and the internal scrambler 65 
rescrambles the pay information (CONT) descr ambled by 
the decrypting portion for X 62* with the random number r 35 
according to an encrypting algorithm (COM) common to the 
present system (step SI 04). The internal scrambler 65 fur- 
ther encrypts according to a secret key encrypting algorithm 
(E) the random number r with a secret key si for each 
terminal 3 stored by the data recording portion 66 (step 40 

5105) . The server 2 transmits the pay information COM(r, 
CONT) rescrambled by the internal scrambler 65 and the 
encrypted random number E(si, r) to the terminal 3 (step 

5106) . Here, a(b,c) means that according to an algorithm a, 
with a key b, data c is scrambled or encrypted. 45 

When the terminal 3 receives the rescrambled pay infor- 
mation COM(r, CONT) and the encrypted random number 
E(si, r) (step S107), the internal descr ambler 37 of the 
terminal 3 initially decrypts the encrypted random number 
E(si, r) according to a secret key encrypting algorithm with 50 
a previously stored secret key si and extracts the random 
number r (step S108). Next, the internal descrambler 37 
descrambles the rescrambled pay information COM(r, 
CONT) according to the decrypting algorithm common to 
the present system with the extracted random number r, and 55 
extracts the pay information (CONT) (step S109). The 
terminal 3 displays the pay information (CONT) 
descrambled by the internal descrambler 37. In this way, the 
user can use the pay information (CONT) (step S110). 

As described above, the transmitting station TSx 60 
scrambles the pay information to be provided and adds 
accounting reference data for calculating a charge of the pay 
information to the receiving station. Provided for the receiv- 
ing station RSI are the server 2 and one or more terminals 
3, and the receiving portion for X 61* of the server 2 65 
receives the pay information provided by the transmitting 
station TSx. The accounting portion for X 63* calculates a 



charge for use of the pay information based on the account- 
ing reference data which is added to the pay information 
when the pay information descrambled by the decrypting 
portion for X 62* is transmitted to the terminal 3. The data 
recording portion 66 records the charge for use calculated by 
the accounting portion for X 63*. The recorded charge for 
use is notified to the transmitting station TSx in a prescribed 
manner, and the manager (contractor) managing the receiv- 
ing station RSI will pay the charge later. Charging can 
thereby be made in response to a degree of use when the 
receiving station RSI uses the pay information in real time. 

Further, the internal scrambler 65 rescrambles the pay 
information descrambled by the decrypting portion for X 
61* with the random number generated by the random 
number generating portion 67, and further encrypts the 
random number with the secret key for each terminal 3 
stored in the data recording portion 66. When the 
redescrambled pay information and the encrypted random 
number are transmitted to the terminal 3, the internal 
descrambler 37 decrypts the encrypted random number with 
its own secret key, and further descrambles the rescrambled 
pay information with the decrypted random number. This 
makes it possible to safely transmit the pay information from 
the server 2 to the terminal 3. 

The internal scrambler 65 may rescramble the pay infor- 
mation descrambled by the decrypting portion for X 61* 
with the secret key for each terminal 3 recorded by the data 
recording portion 66, and the internal descrambler 37 may 
descrambled the rescrambled pay information with its own 
secret key. However, in this case, since the pay information 
is scrambled with the same key every time, security at the 
time of transmission is lowered compared to a case where 
scrambling is performed with the random number. 
(2) Recorded to be Used 

FIG. 13 is a flow chart showing operation of the system 
of FIG. 11 in a case where the pay information provided by 
the transmitting station TSx is received and temporarily 
recorded, and the recorded pay information is used later. 
Operation when the receiving station RSI receives and 
records the pay information provided from the transmitting 
station TSx and the recorded pay information is used later by 
a user of the receiving station RSI will be described below 
referring to FIG. 13. 

First, the user of the receiving station RSI inputs an 
intention of recording certain pay information provided by 
the transmitting station TSx to the terminal 3. In response, 
the terminal 3 creates a request including the intention and 
notifies the server 2. The information recording portion 64 of 
the server 2 which received the request determines whether 
a record enable flag added to the pay information received 
by the receiving portion for X 61* is 1 or not, that is whether 
the pay information is enabled to be recorded (step S201). 

When the record enable flag added to the pay information 
is 1, that is, when the pay information is enabled to be 
recorded, the information recording portion 64 records the 
information (step S202). Conversely, when the record enable 
flag added to the pay information is not 1, that is, when the 
pay information is not enabled to be recorded, the informa- 
tion recording portion 64 does not record the information 
and the terminal 3 displays occurrence of an error (step 
S203). 

After that, when the user of the receiving station RSI 
inputs an intention of using certain pay information recorded 
in the information recording portion 64 ((step S204), i.e., if 
"Use Instructed" is No, then step S204 is repeated, and if 
Yes, then processing proceeds to step S205), the server 2 
retrieves the information the user desires among the pay 
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information recorded in the information recording portion 
64 by referring to an information identifier added to each pay 
information. Then, the server 2 recognizes that the retrieved 
pay information is provided from the transmitting station 
TSx and inputs the pay information to the decrypting portion 
for X 62*. The decrypting portion for X 62* descrambles the 
inputted information (step S205). 

Next, the accounting portion for X 63* calculates a charge 
for use of the pay information based on accounting reference 
data added to the pay information (step S206). However, the 
charge for use at this time is calculated based on a reference 
in a case of recording and using the pay information. Then, 
the data recording portion 66 records the pay information 
calculated by the accounting portion for X 63* (step S207). 

After that, as in the case of using in real time described in 
the above (1), e.g., as discussed above with respect to steps 
S104 to S110, the server 2 rescrambles the pay information 
and transmits the result to the terminal 3, and the terminal 3 
receives and descrambles the rescrambled pay information 
transmitted from the server 2 (step S208 to step 211). This 
allows the user to use the pay information recorded in the 
information recording portion 64 at any desired time (step 
S214). 

As described above, the transmitting station TSx provides 
the pay information with the record enable flag added. When 
the record enable flag added to the pay information received 
by the receiving portion for X 61* is 1 which indicates 
recording is allowed, the information recording portion 64 
can record the pay information. The accounting portion for 
X 63* calculates a charge for use of the pay information 
based on the accounting reference data added to the pay 
information every time the pay information recorded in the 
information recording portion 64 is transmitted. This pre- 
vents the pay information received by the receiving portion 
RSI from being recorded to be unlimitedly used, and allow 
charging in response to a degree of use when the receiving 
station RSI repeatedly uses the recorded pay information. 

Further, the information recording portion 64 records the 
pay information received by the receiving portion for X 61* 
as in a state of being scrambled, and the decrypting portion 
for X 62* descrambles the pay information when the 
recorded pay information is transmitted to the terminal 3. 
This can prevent the pay information recorded by the 
receiving station RSI from being read out for use without 
authority. 

(3) Used at the External terminal 9 

FIG. 14 is a flow chart showing operation of the system 
in FIG. 11 when pay information provided by the transmit- 
ting station TSx is received by the receiving station RSI and 
used by the external terminal 9. Operation will be described 
below when the receiving station RSI in FIG. 11 receives 
information provided from the transmitting station TSx and 
the user of the receiving station RSI uses the information at 
the external terminal 9. Assume that the information pro- 
vided from the transmitting station TSx is recorded in the 
information recording portion 64, as in step S201 to step 
S203 in FIG. 13. 

First, the user of the receiving station RSI inputs an 
intention of using certain pay information recorded in the 
information recording portion 64 to the terminal 3. In 
response, the terminal 3 creates a request including the 
intention and notifies the server 2. The server 2 which 
received the request retrieves the information which the user 
desires among the pay information recorded in the informa- 
tion recording portion 64 by referring to an information 
identifier added to each pay information. Then, the server 2 
recognizes that the retrieved pay information is provided 
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from the transmitting station TSx and inputs the pay infor- 
mation to the decrypting portion for X 62*. The decrypting 
portion for X 62* descrambles the inputted information (step 
S301). 

Next, the accounting portion for X 63* creates authori- 
zation data. In the authorization data, the number of times 
for availability, a record mode and an accounting mode are 
included. In this case, the number of times for availability is 
the number of times the pay information is used, which the 
user reports, the record mode is set to 1 indicative of the pay 
information to be used at the external terminal 9, and the 
accounting mode is set to 1 indicating that the receiving 
station RSI has been charged. At the same time, the account- 
ing portion for X 63* calculates a charge for use in response 
to the above created authorization based on the accounting 
reference data added to the pay information descrambled by 
the decrypting portion for X 62* (that is, a charge for use in 
a case that the pay information is used the number of times 
equal to the number of times for availability included in the 
authorization) (step S302). The data recording portion 66 
then records the charge for use calculated by the accounting 
portion for X 63* (step S303). 

The pay information descrambled by the decrypting por- 
tion for X 62*, as in the case of using in real time in the 
above (1), is rescrambled and then recorded in the move disk 
7 (step S304, step S305). The random number t generated by 
the random number generating portion 67 is recorded in the 
IC card 8 together with the authorization data created by the 
accounting portion for X 62* (step S306). 

Next, the user carrying the move disk 7 in which the 
rescrambled pay information is recorded and the 1C card 8 
in which the random number r and the authorization data are 
recorded goes to a place where the external terminal 9 is 
installed, and connects the move disk 7 and the IC card 8 to 
the external terminal 9 (step S307). The internal descrambler 
91 of the external terminal 9 first determines whether the 
record mode included in the authorization data recorded in 
the IC card 8 is 1 or not (step S308). 

When the record mode is 1, the internal descrambler 91 
further determines whether the number of times for avail- 
ability is 1 or more or not (step S309). When the number of 
times for availability is 1 or more, the internal descrambler 
91 descrambles the pay information recorded in the move 
disk 7 using the random number r recorded in the IC card 8, 
as in the case of using in real time in the above (1) (step 
S310). The external terminal 9 then updates the number of 
times for availability recorded in the IC card 8 (step S311), 
and next displays the pay information descrambled by the 
internal descrambler 91. In this way, the user can use the pay 
information at the external terminal 9 (step S312). 

When the record mode is not 1 at step S308 or when the 
number of times for availability is 0 at step S309, the internal 
descrambler 91 does not perform descrambling of the 
rescrambled pay information using the random number r. In 
this case, the external terminal 9 notifies the user of an error 
(step S313). 

In this manner, the accounting portion for X 63* creates 
authorization data for restricting the number of times for 
availability of the pay information and the number of 
available terminals, and simultaneously calculates a charge 
for use in response to the created authorization data based on 
the accounting reference data added to the pay information. 
When the pay information and the authorization data created 
by the accounting portion for X 63* are transmitted to the 
external terminal 9, the external terminal 9 displays the 
transmitted pay information to the user when prescribed 
conditions defined by the transmitted authorization data are 
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satisfied. This allows charging in response to a degree of use 
when the user of the receiving station RSI uses the pay 
information at the external terminal 9. 

Further, the internal scrambler 65 rescrambles the pay 
information descrarhbled by the decrypting portion for X 
62* using the random number generated by the random 
number generating portion 67. When the rescrambled pay 
information, the generated random number and the created 
authorization data are transmitted to the external terminal 9, 
the internal descrambler 91 descrambles the re-encrypted 
information with the random number only when the autho- 
rization data satisfies prescribed conditions. This can pre- 
vent the pay information from being used unlimitedly at the 
external terminal 9. 

The internal scrambler 65 may rescramble the pay infor- 
mation descrambled by the decrypting portion for X 6 be 
with the secret key for each terminal 3 stored in the data 
recording portion 66, and the internal descrambler 37 may 
descramble the rescrambled pay information with its own 
secret key. However, also in this case, it is required to use the 
pay information only when the authorization data satisfies 
the prescribed conditions. 

Further, the pay information rescrambled by the internal 
scrambler 65, and the random number generated by the 
random number generating portion 67 and the authorization 
data created by the accounting portion for X 63* are trans- 
mitted to the external terminal 9 through a hand-held 
readable/writable storage medium such as the move disk 7 
and through a hand-held storage medium in which the record 
contents are hard to analyze/change such as the IC card 8, 
respectively, thereby allowing the pay information to be 
safely transmitted from the server 2 to the external terminal 
9. 

(4) Received by the Receiving Station RSI and Used by the 
Receiving Station RS2 

FIG. 15 is a flow chart showing operation of the system 
in FIG. 11 when pay information provided by the transmit- 
ting station TSx is received by the receiving station RSI and 
re-provided for the receiving station RS2 and the receiving 
station RS2 uses the re-provided pay information. Referring 
to FIG. 15, operation will be described below when pay 
information provided by the transmitting station TSx is 
received by the receiving station RSI and re-provided for 
the receiving station RS2 and the user of the receiving 
station RS2 uses the re-provided pay information. Assume 
that the pay information provided from the transmitting 
station TSx is recorded in the information recording portion 
64 as in step S201 to step S203 in FIG. 13. 

First, the user of the receiving station RSI inputs to the 
terminal 3 an intention of re-providing certain pay informa- 
tion recorded in the information recording portion 64 for the 
receiving station RS2 and an intention of whether charging 
is made to the receiving station RSI or the receiving station 
RS2 when the re -provided pay information is used in the 
receiving station RS2. In response, the terminal 3 creates a 
request including these intentions and notifies the server 2. 

On receiving the request from the terminal 3, the server 2 
retrieves the information which the user desires among the 
pay information recorded in the information recording por- 
tion 64 by referring to an information identifier added to 
each pay information. Then, the server 2 recognizes that the 
retrieved pay information is provided from the transmitting 
station TSx and inputs the pay information to the decrypting 
portion for X 62*. The decrypting portion for X 62* 
descrambleds the inputted pay information (step S401). 
Next, the accounting portion for X 63* determines whether 
to charge the receiving station RSI based on the notification 
from the terminal 3 (step S402). 
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When the receiving station RSI is charged, the accounting 
portion for X 63*, as in the case of using the external 
terminal 9 described in the above (3), creates authorization 
data, and calculates a charge for use in response to the 

5 created authorization data (step S403). The data recording 
portion 66 then records the charge for use calculated by the 
accounting portion for X 63* (step S404). However, in this 
case, the number of times for availability included in the 
created authorization data is the number of times the pay 
information is used at the receiving station RS2 which the 
user RSI reports, the record mode is set to 2 indicative of the 
pay information to be used at the terminal 3 of the receiving 
station RS2, and the accounting mode is set to 1 indicating 
that the receiving station RSI has been charged. Further, the 
calculated charge for use is a charge in a case that the user 

15 of the receiving station RS2 uses at the terminal 3 the pay 
information the number of times equal to the number of 
times for availability. 

When the receiving station RS2 is charged, the accounting 
portion for X 63* does not calculate a charge for use but 

20 creates authorization data only (step S405). However, in this 
case, the number of times for availability included in the 
created authorization has a predetermined sufllciently large 
value, the record mode is set to 2 indicative of the pay 
information to be used at the terminal 3 of the receiving 

25 station RS2, and the accounting mode is set to 2 indicating 
no charging has been made. 

Next, the internal scrambler 65, as in the case of using in 
real time described in the above (1), rescrambles the pay 
information descrambled by the decrypting portion for X 
62* using the random number r generated by the random 
number generating portion 67 (step S406). The server 2 then 
records the pay information rescrambled by the internal 
scrambler 65 in the move disk 7 (step S407), and records the 
random number r generated by the random number gener- 
ating portion 67 and the authorization data created by the 

35 accounting portion for X 63* in the IC card 8 (step S408). 
On acquiring the move disk 7 in which the rescrambled 
pay information is recorded and the IC card 8 in which the 
authorization data is recorded, the user of the receiving 
station RS2 connects the acquired move disk 7 and IC card 

40 to the terminal 3 in the receiving station RS2 (step S409), 
and next inputs an intention of using the information 
recorded in the move disk 7. In the following, description 
goes on to operation of the receiving station RS2. 
At the receiving station RS2, the internal descrambler 37 

45 of the terminal 3 to which the above intention is inputted first 
determines whether the accounting mode included in the 
authorization data recorded in the IC card 8 is 1 or not, that 
is, whether the receiving station RSI has been charged or not 
(step S410). When the accounting mode is 1, the internal 

50 descrambler 37 further determines whether the record mode 
included in the authorization data is 2 or not, that is, whether 
the information is to be used at the terminal 3 of the 
receiving station RS2 (step S411). When the record mode is 
2, the internal descrambler 37 further determines whether 

55 the number of times for availability included in the autho- 
rization data is 1 or more, or not (step S412). 

When the number of times for availability is 1 or more, 
the internal descrambler 37 descrambles the rescrambled 
pay information recorded in the move disk 7 using the 

60 random number r recorded in the IC card 8, as in the case of 
using in real time in (1) (step S413). Next, the terminal 3 
updates the number of times for availability included in the 
authorization data (step S414) and displays the pay infor- 
mation decrypted by the internal descrambler 37. In this 

65 way, the user of the receiving station RS2 can use the pay 
information re-provided from the receiving station RSI (step 
S415). 
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When the record mode is not 2 at step S411, or when the 
number of times for availability is 0 at step S412, the internal 
descrambler 37 does not perform operation of descrambling 
the re -encrypted pay information with the random number r. 
In this case, the terminal 3 notifies the user of an intention 
that the pay information cannot be used (step S416). 

When the accounting mode is not 1 at step S410, that is, 
when no charging has been made, the terminal 3 notifies the 
server 2 of the accounting reference data added to the 
rescrambled pay information recorded in the move disk 7. 
The accounting portion for X 63* of the server 2 calculates 
a charge for use of the pay information based on the notified 
accounting reference data (step S417), and the data record- 
ing portion 66 records the charge for use calculated by the 
accounting portion for X 63* (step S418). The flow goes on 
to the operation at step S411. 

In this way, when the receiving station RSI is charged, the 
accounting portion for X 63* in the receiving station RSI 
creates the authorization data for defining the number of 
times for use and the number of available terminals for the 
pay information, and also calculates a charge for use in 
response to the created authorization data based on the 
accounting reference data added to the pay information. 
When the pay information and the created authorization data 
are transmitted to the receiving station RS2, the terminal 3 
in the receiving station RS2 displays the transmitted pay 
information only when the transmitted authorization data 
satisfies prescribed conditions. This allows to charge the 
receiving station RSI side in response to a degree of use 
when the pay in formation received by the receiving station 
RSI is used at the receiving station RS2. 

A providing form that the pay in formation received by the 
receiving station RSI is used at the receiving station RS2 
and the receiving station RSI is charged is a completely new 
information providing form never existed before. 

When the receiving station RS2 is charged, the accounting 
portion for X 63* in the receiving station RSI creates 
authorization data for restricting available terminals for the 
pay information. When the pay information and the created 
authorization data are transmitted to the receiving station 
RS2, the accounting portion for X 63* of the server 2 in the 
receiving station RS2 calculates a charge for use of the pay 
information based on the accounting reference data added to 
the transmitted pay information. On the other hand, the 
terminal 3 in the receiving station RS2 displays the trans- 
mitted pay information only when the transmitted authori- 
zation data satisfies prescribed conditions. This allows to 
charge the receiving station RS2 side in response to a degree 
of use when the pay information received by the receiving 
station RSI is used at the receiving station RS2. 

While described above is the case where information and 
data etc, are transmitted from the receiving station RSI to 
the receiving station RS2 through the move disk 7 and the 
IC card 8, respectively, described below is a case where 
information and data etc., are transmitted through a CATV 
network using FIG. 11 and FIG. 15. 

Operation of the present system is different from the 
operation shown in FIG. 15 in the following points. That is, 
the receiving station RSI and the receiving station RS2 
respectively hold a shared key KAB. At steps S406 to S408, 
the internal scrambler 65 in the receiving station RSI 
rescrambles the pay information descrambled by the 
decrypting portion for X 62* using the random number r 
generated by the random number generating portion 67, and 
further encrypts the random number r and the authorization 
data created by the accounting portion for X 63* with the 
shared key KAB. The server 2 in the receiving station RSI 
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then transmits the pay information rescrambled by the 
internal scrambler 65 and the encrypted random number and 
authorization data through the CATV network to the receiv- 
ing station RS2. 

5 Further, at step S409, when the terminal 3 in the receiving 
station RS2 receives the rescrambled pay information and 
the encrypted random number and authorization data trans- 
mitted through the CATV network, the internal descrambler 
37 decrypts the encrypted random number and authorization 
data using the shared key KAB. 

In this way 7 when pay information, a random number and 
authorization data are transmitted through a transmission 
path in which a transmission rate is relatively large such as 
a CATV network, the pay information is rescrambled using 
a random number, and the random number and the autho- 

15 rization data are encrypted using the shared key KAB, 
thereby allowing the pay information to be safely transmit- 
ted from the receiving station RSI to the receiving station 
RS2. 

Instead of encrypting the random number and the autho- 

20 rization data using the shared key KAB, encrypting can be 
made in a so-called public encryption method. Further, 
instead of the CATV network, through B-ISDN, the 
rescrambled pay information and the encrypted random 
number and authorization data may be transmitted from the 

25 receiving station RSI to the receiving station RS2. 

Next, description is now made in a case of transmitting 
information and data through the move disk 7 and a trans- 
mission line, respectively, referring to FIG. 11 and FIG. 15. 

Operation of the present system is different from the 
operation shown in FIG. 15 in the following points. That is, 

30 the receiving station RSI and the receiving station RS2 
respectively hold a shared key KAB. At steps S406 to S408, 
the internal scrambler 65 in the receiving station RSI 
re -encrypts the pay information descrambled by the decrypt- 
ing portion for X 62* using the random number r generated 

35 by the random number generating portion 67, and further 
encrypts the random number r and the authorization data 
created by the accounting portion for X 63* with the shared 
key KAB. The server 2 in the receiving station RSI then 
records the pay information rescrambled by the internal 

40 scrambler 65 in the move disk 7, and transmits the random 
number and authorization data encrypted by the internal 
scrambler 65 through a communication line to the receiving 
station RS2. 

Further, at step S409, on acquiring the move disk 7 in 

45 which the rescrambled pay information is recorded, the user 
of the receiving station RS2 connects the acquired move 
disk 7 to the terminal 3 in the receiving station RS2, Further, 
when the terminal 3 receives the encrypted random number 
and authorization data transmitted through the transmission 

50 line, the internal descrambler 37 in the receiving station RS2 
decrypts the encrypted random number and authorization 
data using the shared key KAB. 

In this way, when a random number and authorization 
data are transmitted through a transmission line in which a 

55 transmission rate is relatively small such as a transmission 
line and pay information is recorded in the move disk 7 to 
be moved, the pay information is rescrambled with the 
random number and further the random number and the 
authorization data are encrypted with the shared key KAB, 

60 thereby allowing the pay information to be safely transmit- 
ted from the receiving station RSI to the receiving station 
RS2. Instead of encrypting the random number and the 
authorization data with the shared key KAB, encryption can 
be made with a public encrypting method. 

65 In the present embodiment, the number of times for 
availability is included in the authorization data, a deadline 
for availability may be included. 
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Further, in the present embodiment, when the user uses 
information at the external terminal 9, the accounting por- 
tion for X 63* creates authorization data and at the same 
time calculates a charge for use in response to the created 
authorization, while the number of times for use at the 
external terminal 9 may be recorded in the I C card 8, the user 
may connect the IC card 8 to the server 2 after use and at that 
time the accounting portion for X 63* may calculate a charge 
for use. 

Further, in the present embodiment, charging is made in 
receiving station units, while charging can be made in user 
units by recording a charge for use for each terminal. 

Further, a password may be issued to the user and 
authentication may be performed when the user uses the 
terminal, thereby further increasing security against unau- 
thorized use. 

While the invention has been described in detail, the 
foregoing description is in att aspects illustrative and not 
restrictive. It is understood that numerous other modifica- 
tions and variations can be devised without departing from 
the scope of the invention. 

What is claimed is: 

1. A server for receiving information transmitted from a 
plurality of transmitting stations and distributing the infor- 
mation to one or more terminals, wherein 

the information transmitted from each of the transmitting 

stations is scrambled, 
said server comprising: 

a plurality of receiving portions operable to respec- 
tively receive the information transmitted from each 30 
of the transmitting stations, 

a plurality of descrambling portions operable to respec- 
tively descramble the information received by each 
of said receiving portions, 

one rescrambling portion operable to rescramble all of 35 
said descrambled information with a single scram- 
bling method, and 

a distributing portion operable to distribute said 
rescrambled information into each of the terminals, 
wherein 

the information transmitted from each of the transmitting 
stations is scrambled with a different scrambling 
method, respectively, and 

each of said descrambling portions is operable to 
descramble the information received by each of said 
receiving portions by descrambling methods corre- 
sponding to each of the scrambling methods, respec- 
tively. 

2. The server according to the claim 1, wherein 
a scramble key unique to each of the terminals is set in 

said rescrambling portion, and 
each of said descrambling portions is operable to 
rescramble said descrambled information by the 
scramble key unique to each of the terminals. 

3. The server according to the claim 1, further comprising 
a random number generating portion operable to generate a 
random number, wherein: 

said rescrambling portion is operable to rescramble said 
descrambled information by a random number gener- 
ated by said random number generating portion, and to 
encrypt the random number by an encryption key 
unique to each of the terminals; and 

said distributing portion is further operable to distribute 
said encrypted random number of each of the terminals. 

4. A receiving station for receiving information transmit- 
ted from a plurality of transmitting stations, wherein 
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the information transmitted from each of the transmitting 

stations is scrambled, 
said receiving station comprising: 

one server, and 

one or more terminals, and 

said server comprising: 

a plurality of receiving portions operable to respec- 
tively receive the information transmitted from each 
of the transmitting stations, 

a plurality of descrambling portions operable to respec- 
tively descramble the information received by each 
of said receiving portions, 

one rescrambling portion operable to rescramble all of 
said descrambled information with a single scram- 
bling method, and 

a distributing portion operable to distribute said 
rescrambled information to each of said terminals, 
and 

each of said terminals comprises a redescrambling portion 
operable to redescramble the rescrambled information, 
wherein 

the information transmitted from each of the transmitting 
stations is scrambled with a different scrambling 
method, respectively, and 

each of said descrambling portions is operable to 
descramble the information received by each of said 
receiving portions by descrambling methods corre- 
sponding to each of the scrambling methods, respec- 
tively. 

5. The receiving station according to the claim 4, wherein 
a scramble key unique to each of said terminals is set in 

said rescrambling portion, 

said rescrambling portion is operable to rescramble said 
descrambled information by the scramble key unique to 
each of said terminals, 

a redescramble key unique to each of said terminals is set 
in each of said terminals to redescramble the 
rescrambled information by the scramble key unique to 
each of said terminals, and 

said receiving station further comprises a redescrambling 
portion included in each of said terminals operable to 
redescramble said rescrambled information by the 
redescramble key unique to said each terminal. 

6. The receiving station according to the claim 4, further 
comprising a random number generating portion operable to 
generate a random number, wherein 

said rescrambling portion is operable to rescramble said 
descrambled information by a random number gener- 
ated by said random number generating portion, and to 
encrypt the random number by an encryption key 
unique to each of said terminals, 

said distributing portion is further operable to distribute 
said encrypted random number to each of said 
terminals, 

a decryption key unique to each of said terminals is set to 
each of said terminals to decrypt the random number 
encrypted by the encryption key unique to each of said 
terminals, and 

said receiving station further comprises a redescrambling 
portion included in each of said terminals operable to 
decrypt the encrypted random number by the decryp- 
tion key unique to said each terminal, and to 
redescramble said rescrambled information by said 
random number decrypted by said redescrambling por- 
tion. 
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